December 2021 Update Wat 


Windows 11 

















Over Gaec à & Hacks 





Are you a Cloud services user? 
Then don't miss our latest Cloud 
Computing user guide on Readly now! 











Welcome back... Having completed our exclusive 
For Beginners digital guidebook, we have taught 
you all you need to master the basics of your new 
device, software or hobby. Yet that's just the start! 


Advancing your skill set is the goal of all users of consumer 
technology and our team of long term industry experts 

will help you achieve exactly that. Over this extensive 
series of titles we will be looking in greater depth at how 
you make the absolute most from the latest consumer 
electronics, software, hobbies and trends! We will guide 
you step-by-step through using all the advanced aspects 
of the technology that you may have 

been previously apprehensive 
at attempting. Let our expert 
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Do More with 
Windows 11 


Want to do more with Windows 11 and its new features? 
Excellent, then this is the chapter for you. Within the 
coming pages, you'll learn how to utilise Microsoft's 
apps to your best advantage, and how to get to grips 
with some of the more technical aspects of the operating 
system. From learning how OneDrive works through 

to working with Windows 11 Widgets, and exploring 

the Windows 11 Command Line with some interesting 
features, there’s something for every user here. 











Manage Libraries 
in Windows 11 


Libraries are virtual containers for users' content. A library can contain files and folders 
stored on the local computer or in a remote storage location. In Windows Explorer, users 
interact with libraries in ways similar to how they would interact with other folders. 





Quiet in the Library 


By default, Libraries are not displayed in Windows 11 - even later versions of Windows 10 did away with the 
Library display - so they'll need to be reactivated for them to appear. 


If you open Windows 11 File Explorer, you'll notice Step 3 At the bottom of the Advanced Settings section, 
that Libraries are no longer visible by default, you'll notice a box labelled Show Libraries. Click 





which is a shame as many users rely on them. However, they can the box to tick, and re-enable the option. When you've done that, 
be returned, and the process is remarkably simple. Start by click the Apply button to activate the change and you'll see that 
pressing the Windows Key and R, then enter: control folders. the Libraries are now available via File Explorer. 


~ Libraries 


G) New ~ 


^^ =) > libraries > 


Type the name of a program, folder, document or 
Internet resource, and Windows will open it for you. 


v W Quick access Camera Roll 
Library 


EE Desktop 


Saved Pictures 
Y. Downloads | a 
x Library 


= Documents 


Cancel Browse... 


WW Pictures 





~~ CommonSettings 





Hit enter, or click the OK button and the File You can now close the File Explorer Options 
Explorer Options window will pop up. The options | pop-up window. The Libraries are, by default, 
available in here can drastically alter the way Windows Explorer setup as area specific shortcuts. You can right-click each Library 
works, so be careful what you enable or disable. Head to the View tab, entry, select Properties from the menu, and create new Library 
and scroll down to the bottom of the Advanced Settings section. locations, change the icon and much more. Restore Defaults will 


return the Library to its original setup. 





Advanced settings: 


© Show sync provider notifications 
|_| Use check boxes to select items | E Documents Q Music 
f] Use Sharing Wizard (Recommended) Library Library 
= When typing into list view 
C ) Automatically type into the Search Box ^| Videos 
Q Select the typed item in the view Library 
‘=, Navigation pane | 
[ ]Always show availability status 
|_| Expand to open folder Library 
[ | Show all folders 
©) Show libraries 
e Show Network w Ed Documents 




















=| Documents Properties 


Library localions: 








©) Show This PC 





Restore Defaults 


Apply 








Set save location Set public save location Add... Remove 








Libraries - AutoPlay 





=æ Use AutoPlay 


Windows AutoPlay is a feature that was first introduced back in Windows 98. It allows 
newly discovered media, based on content such as images, video or music, to begin 


playing via the appropriate application. 


Rediscovering AutoPlay 


AutoPlay has been seen as both a blessing and a curse. How we have enjoyed slipping a DVD in the computer 
and sitting back to enjoy it, but swore at the machine for auto playing a CD we inserted. Funny old world. 


Windows 11 seems to be having some issues with 
the default AutoPlay setting. At the time of writing, 
there's a bug that affects some but not others, in that the Windows 11 
AutoPlay feature is either disabled by default, or not. To find out which 
you are, go to Settings » Bluetooth & Devices, and click on AutoPlay. 





Mouse 
Buttons, mouse pointer speed, scrolling 


Pen & Windows Ink 
Right-handed or left-handed, pen button shortcuts, handwriting 


AutoPlay 


Defaults for removable drives and memory cards 


USB 


Notifications, USB battery saver, mobile device preferences 
In our example, the AutoPlay feature was enabled. 
This means that whenever we insert some media, 
be it a disc of some description or memory card, Windows 11 will 
auto launch the appropriate app. However, if your AutoPlay isn't 
working, start by clicking on the On button at the top of the screen. 
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Find a setting 


Bluetooth & devices » AutoPlay | 


Use AutoPlay for all media and devices 

«D on 

BE System 
i Choose AutoPlay defaults 


| © Bluetooth & devices » 
Removable drive 


"" Network & internet Choose a default 


Personalisation 
Memory card 
Apps 
pp Choose a default 


Accounts 
Time & language 


© Gaming 





Related settings 














If nothing happens when you insert any media, 
despite the AutoPlay feature being turned on, 
you may need to specify an AutoPlay default. Under the On 
button are two options for AutoPlay defaults: Removable Drive 
and Memory Card - depending on your computer setup, you may 
have more options available. Click the Removable Drive 
drop-down box - Choose a default. 


Step 3 


€- Settings 


David Hayward 
davidhayward119@googlemail.com 


Find a setting 


Bluetooth & devices > AutoPlay 


Use AutoPlay for all media and devices 


«D o 
System | s : 

Configure storage settings (Settings) 
Bluetooth & devices 


Take no action 


Network & internet Open folder to view files (File Explorer) 


. Personalisation Ask me every time 
Apps 
PP Choose a default 
Accounts 


®© Time & language 


Here you'll have multiple options available. These 
options will depend on the apps you have installed 
on your system, but by default they allow you to access the Storage 
Settings in Windows 11 for removable drives and are; Take no action 
when a removable drive is inserted, Open the Windows File Explorer 
or Ask what you want to do with the type of media inserted. 


€- Settings 


David Hayward 
davidhayward119@qooglemail.com 


Find a setting 


Bluetooth & devices > AutoPlay 


Use AutoPlay for all media and devices 

«D o 

System 
ys Choose AutoPlay defaults 


Bluetooth & devices ! | ; 
Removable drive 


Network & internet Ask me every time 


Personalisation 
Memory card 
Apps 
PP Choose a default 


Accounts 


Time & language 





20 Command Line 
Actions for Windows 11 





Ever since the early days of DOS, the command line has proved to be the ultimate play- 
ground for those who aren't afraid to delve into its murky depths. From the command 
line, you can do almost anything - even within Windows 11. 


Take Command 


The command lines used to be what early versions of Windows were built on top of, but there's still a 


lot that 


can be done from the old command line. Here are twenty cool actions for you to try out. 


To open the Command Prompt, where we'll enter 
the lines of commands, click on the Windows 
Start button and type: cmd. The first entry will be the Command 
Prompt. Click on this to open it. You can also click on Run as 
administrator, which will give you elevated access within the 
command line - but we won't do that just yet. 
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Best match 





| ae Command Prompt 


Search the web Command Prompt 


D cmd- 


7 Open 


O Open file location 
" Fin to Start 


sr Pinto taskbar 
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This is the Command Prompt (or Command Line). 

It may not look like much, but here be dragons, so 
be careful. From this simple interface you can ping network routers 
around the world, connect to ancient Bulletin board Services, wipe 
your entire hard drive, or start Global Thermonuclear War (extra 
points to those who can spot the movie reference). 


Ge Command Prompt 


Microsoft Windows [Version 10.0.22000.194] 
(c) Microsoft Corporation. All rights reserved. 


C:\Users\david>, 




















Action 3 |! You can change the colours of the Command Line by 
| 2S right-clicking the bar at the top of the window, 
choosing Properties from the menu, then clicking on the Colours tab. 
Screen Text, Pop-up Text and Background can all be clicked and altered 
using the colour bar. Green text on a black background is our favourite. 





HS “Command Prompt Properties 


Options Font Layout Colours Terminal 


© Scroen Text Selected Colour Values 
Screen Background Red id m 
Popup Text Green 


Popup Background Blue 


EE LE EHNH-EN 


eubecherg Ser 


Selected Popup Colours 
C:\WINDOWS> dir 
SYSTEM <DLK> 
SYSTEM32 «DIR» 


16-01-99 
16-01-95 


Opaaty 


3096 R 100% 





E The current prompt is your specific user account on 


the computer. In our case it's: CAUsers David, since 
l'm signed in under my name. However, you can change that with the 
following command. Enter: 











sz Wag? H s a EL ae s dum 
SEL i a ai md EE ee AL W BM NL. = E, end n S =5 CO T nr oe 
E E gm mb nd Em Iu Hin JE SERES | I BE WW. B 
rax g LET W M OM B B BERE EM EN MEN Bare = ns o "in | am 
| E ME IE BH AT IBN Lobia a I pU bM 
DNE uu npr U WW MEE Te W WE WE ag | I SEA F "ua 
F | = 


The $G part at the end ensures there's a > at the end of the prompt. To 
return to normal, type prompt. 


EN Command Prompt 











You can further customise the Command Prompt 
window by changing its title. By default it's Command 
Prompt but it can be altered to anything you want, by typing: 


Obviously, you'll choose a different title. When you close the 
Command Line window, and re-open it, the title will be gone. 


Awesome Lines of Power 





Something a little more complex now. If you're 
trying to resolve a driver issue on Windows 11, you 
can list all the currently installed drivers on the system by entering: 


With this you can see the driver module name, type, start 
mode, path and more. 


EN Command Prompt 





Sadly, the list from number 6 is often ridiculously 

long to scroll through, and you'll soon come to 
realise a lot of available content via the Command Line is quite 
expansive. If only there was a way to output the content directly 


into a text file. ..? Try this: 


It makes things a little easier. 


£9 driverlist - Notepad 
File Edit Formal View Help 
Module Name: 
Display Name: 
Description: 


1394ohci 
1394 OHCI Compliant Host Controller 
1394 OHCI Compliant Host Controller 


Driver Type: Kernel 
Start Mode: Manual 
state: Stopped 
Status: OK 
Accept Stop: FALSE 
Accept Pause: FALSE 
Paged Pool(bytes): 4,096 
Code(bytes): 229,376 
BSS(bytes): z 





Did you know you can chain two separate 
commands together? Also, did you know that 
you can launch any of the apps on your system within the 
Command Line? Let's mix the last two entries, and auto-launch 
Notepad to view the contents: 


Providing the command after the && part is correct, the entire 
line will be executed. 


P 





driverlist - Notepad 
File Edit Fornat View Help 


| 
Module Name: 13940hci 
Disnlay Name: 1394 OHCI Comnliant Host 


The Function keys are great shortcuts to learn 

when navigating the Windows 11 Command Line. 
F1 to F9 are used, with each doing a different task and making life 
a little easier when dealing with multiple commands, and 
commands that contain special characters that can be error 
prone when entering. 


e Fi: Tap or hold this key to retype your last command letter by letter. 

e F2: Copies the current command up to a specified character. 

e F3: Retypes the entire previous line 

e F4: Auto-deletes the current command up Lo a specified character. 

e F5: Similar to F3, but lets you cycle through previous commands. 

e F6: Enters the EOF indicator into CMD. 

e 17: Opens a list of previously entered commands. 

e F8: Similar to F5, but doesn't stop at the end of your command history in the 
session. Instead, it goes all the way to the start. 


* F9: Enters a previous command by entering a number associated with that line. 


You're able to list all the currently installed 
apps on your Windows 11 system by entering 
the following command: 


Remember, if the list is getting a bit too long to look at in the 
command window, use: 


E Command Prompt 
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To change folders (or directories, if you prefer) in 

the command window, you'll need to use the CD 
(Change Directory) command. So, to change into the Documents 
folder, you would use: 


To change back a folder level, use: 


Note: the CD command isn't case sensitive, so the following works 
just as well: 





me Command Prompt 





Instead of changing directories within the 

command window, you can instantly launch a 
command window from within the File Explorer. Simply open the 
File Explorer, go to the directory you want to open a command line 
window from, and enter: cmd, into the Address Bar. Hit Enter, and a 
new command line window will be displayed, in that directory. 


Microsoft Windows [Version 180.8.22000.194] 
(c) Microsoft Corporation. All rights reserved. 


C:\GOG Games» 
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If you're running low on space, then it's 

recommended that you clean out the Temp area 
that Windows 11 uses to store stray and temporary data. You can 
enter this command: 


This is your localised temp storage area. To clear out the global 
(Windows whole) temp storage area, you'll need admin privileges. 


Command Prompt 





Close your current command window, then 

return to the Windows Start button and enter 
cmd again. This time, however, click on the Run as administrator 
option. You'll be warned if you want to continue, so click Yes. This 
is the admin-level Command Line, so be careful in here. To clear 
the Windows global temp area, enter the following command: 


BJ Administrator: Command Prompt 





This one needs you to enable Telnet. Press the 
Windows Key + R, then enter: 


Click the OK button to install Telnet. Now, in the command 
window enter: 


Now you can play a remotely located, RPG game from inside the 
command line window. 


Telnet ateraan.com 





>< 


Another favourite of the Telnet world, is the original 
Star Wars: A New Hope played out in glorious ASCII. 
Incredible as it sounds, here it is: 


Remarkably, it's still better than the most recent trilogy of Star Wars 
movies. Hit CTRL + | to exit. 


/ ^ 
loo ) We're doomed! 
_\=/_ 
NEED E 
V IZ: NINE 
WM Ny M 
T 





One of the most remarkable Telnet servers 

available is Telehack.com. The server admin here 
has recreated most of the original ARPANet for users to explore. 
Features include Advent, the original 1976 text adventure, the Eliza 
Chatbot, and even the classic text adventure, The Oregon Trail. To 
enter it, use: 


Telnet telehack.com 


Connected to TELEHACK port 95 


It is 12:23 pm on Tuesday, October 12, 2021 in Mountain View, 


There are 78 local users. There are 26641 hosts on the networi 


Type HELP for a detailed command list. 
Type NEWUSER to create an account. 


May the command line live forever. 


Command, one of the following: 
2048 ? a2 ac advent 
basic bf c8 cal calc 
clear clock cowsay date ddate 
eliza factor figlet finger fnord 
help hosts ipaddr joke login 
mas morse newuser notes octopus 
pig ping primes privacy qr 
rand rfc rig roll rot13 
traceroute units uptime usenet users 
uuplot weather when ZC zork 


. advent 








If you don't want to send the output of a 

command through to a text file, which you can 
then open with Notepad, you can always copy the entire content 
from the command to the Windows 11 Clipboard. This way you 
can copy it anywhere you like. Try this: 


Now open Word, for example, and Paste the contents in. 





Host Name... ^; MINIX-Office 





You can scan the core Windows 11 system files for 

any discrepancies or problems by using the SFC 
command, but you'll need to be running the command line window 
at the administrator level. Do Run as administrator, then enter: 


The process may take some time. 


Administrator: Command Prompt 


Microsoft Windows [Version 10.8.22000.194] 
(c) Microsoft Corporation. All rights reserved. 


C:\WINDOWS\system32>sfc /scannow 
Beginning system scan. This process will take some time. 


Beginning verification phase of system scan. 
Verification 100% complete. 


Windows Resource Protection did not find any integrity violations 


C: \WINDOWS\system32>_ 





If you ever need any extra help with the 
9 commands you're entering, all you need to do is 
ask. By this we mean, enter the command followed by a slash and 
a question mark. For example: 


This will details all the various flags and options you can apply to 
the command to get what you want from it. 
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Windows Networking 
Command Cheat Shee 


Windows contains numerous built-in commands for networking. These utilities and tools 
will help you discover problems with your network, as well as help you improve 
performance and monitor what's going on. 











Netsat actually stands for Network Statistics. 

This command will display connection 
information, routing tables and so on. Entering the command 
will display what's going on while you use the network and 
Internet. Use netstat -e for interface stats. 

















m 


Mo names in cach 


alBox Host-Only Network: 


ode IpAddress: [192.168.56.1] Scope Id: 


TEE eri | 
vli ae C3 
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The nbtstat command is a diagnostic tool for 

NetBIOS over TCP/IP. Its primary design is to 
help troubleshoot NetBIOS name resolution problems. It'll 
display the human-friendly names of devices on the network 
along with their IP addresses. 


Tm f EE : eres i F n z z m i E uS — m : 
IpAddress: [0.0.0.0] Scope Id: 


Wo names 1 


Wo names in cache 























Stands for Trace Route and is used to examine 

the path to a remote computer, either locally 
or on the Internet. For example, entering tracert google.com 
will display the hops taken over networking devices to get to 
one of the Google servers. 


Stands for Address Resolution Protocol displays 

and modifies entries in the ARP cache, which 
contains one or more tables that are used to store IP addresses 
and their resolved Ethernet or Token Ring physical addresses. 
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Probably one of the most used networking NES Pete! Ts This troubleshooting tool can be used to look 


command in Windows. Ipconfig will display MIRI up and diagnose the Domain Name System 
information on the local computer's network interfaces, such as IP (DNS) of a location on the local network or Internet, and check DNS 
addresses (both IPv4 and IPv6), Hostname, gateway and so on. records propagation and resolution with different servers. 
The Windows Route command allows you to loctname If you're struggling to find the name of a 
view the device's routing tables. To do so, ae Windows computer you've got on your 
simply type Route Print. This will print the network interfaces, network, simply enter the hostname command and it'll display 
IPv4 and IPv6 route tables. the computer's local name. 
This is a handy command that combines the Nit ol a This is acomplex command that when entered will 
best elements of Ping and Tracert. It will DOM put you into a different shell, the Network Shell 
display the latency and packet loss between one computer and (netsh). It's capable of displaying and configuring information 
another (either locally or on the Internet), and after 300 regarding a computer's networking setup. 


seconds display a detailed report. 


EN Command Prompt 


Telnet This is a command that can be used to connect to 
another computer, or manage a router or switch. 
You can send and receive files, send commands and much more. 
With Telnet you're also able to connect to active Bulletin Board 
Systems. For example, enter: telnet bbs.balcos.net 














Welcome to: 


System Operator: 
Nodes: 12 
Online: 


Fidonet address: 3: 
fsxnet address: 21:1 








Launched: 12/36 
Happy BBSing! :) 
| 





Every network interface has a unique Media 
Access Code assigned to it. Some routers are 


able to limit connection to the network by only allowing Ding Ping is probably the most familiar of networking 
user-entered MAC addresses in. You can get the MAC address of a $ command line tools. With it you’re able to send an echo 
windows computer by entering getmac. request to a device locally, or on the Internet, and receive a reply. 


("UTEM UU 3. 
PILL ttt 
ILI EE [0I PE RE RR D GG E IL! 
— BERERE OMNE! 
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Skype in 
Windows 11 


Although Skype took something of a backseat to Teams during the world-wide 
Covid-19 lockdown, it still proved immensely useful for individuals to 

keep in contact with 
loved ones and friends 
around the world. 











í—— —— 


[ |5) m 
| Meet Now 


| 
| 4 ele : d { 
| Dea David Haywar EA ted 
Ly alery | “Aree 











1 participant | = G 


(1 Although it's expected for 
you to appear on camera 
when using Skype, it's always best to 
remember that you don't have to. You 
can easily connect to a session and 
speak or type without showing your 
face by simply covering the camera. 


Gia Meet Now. Y 


| Recent chats 





\ive: 


| MeetNOW — — " 
E d navid Hay wal à has Mae -- 
Q Daniel Hayward 


| | annah Hayward 
b HH " M Ta: e a ( Al 


| 
BG: 


| 


Gd cc589016153818... 13/0" 





E This is your Profile, click 
the image to open details 
about your Microsoft account, as well 
as manage your Skype profile. 
Further settings are available, along 
with Bookmarks and being able to 
add call credit in your local currency. 


Meet NON — — —— ade 





My Family em 


ET 
Hari 


gna 


| | 


I| ug Hayward Review 








Untitled chat 








| U 
c 
| 


| na | Sound Test Se 
[EE] This panel details the LO had 
recent chats and calls ue 


you've had with others in Skype. 
From here you can arrange new 
Skype video calls, new chats, look at 
your contacts and see any 
notifications. Click recent chats to 
display the contents in the main 
Skype window. You can also run an 
Echo/sound Test here, to test your 
microphone and camera. 






vice 





[2:3 The main Skype window 
J. is where all your video 


calls and chats will take place. 
Grouped calls split the screen 
depending on how many people are 
in the call, and chats can have 
attachments added and viewed - 
such as images and videos. 


Skype in Windows 11 





En Skype has been 
redesigned in recent years 


to perform better, and to offer a more 
high-resolution experience. If you 


think your video is lacking in quality, 
then take a look at the hardware 
settings for the webcam and see if 
you can improve it. 





(fea The top bar details the 

number of participants, 
any images and videos included in 
the chat or call, and allows you to 
find any specific keyword for 
participants. You can also Start a Call, 
and add more contacts as you need 
from the two buttons in the top-right 
of the screen. 


It’s worth mentioning that 
video quality can often be 


degraded due to a lack of bandwidth. 
Skype will automatically throttle itself 
to keep the connection alive, often at 
the detriment of video quality. If you 
find this happening, stop any other 
downloads from your browser, or 
check your Internet settings. 
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m Use this link to send to 
others so they can join in 


the conversation. They will need 
access to Skype, either as their own 
installed app on their system, or they 
can use the link to access the call via 
the Skype webpage. You can also add 
more people via your contacts, or 
create specific shared invites. 





9. You'll enter your chat and 

video message texts in 
here. You can also include emoji, 
attach files, share contact details, 
create a poll, schedule a call, share 
your location and access your 


OneDrive area to collaborate with 
others on content. 

































Making Calls with 
the Skype App 


Skype is now a much bigger part of Windows 11 than it once was, and has its own app 
that comes pre-installed with the OS. Getting to grips with the different tools in Skype is 
fairly simple but learning how to use it more efficiently and easily takes a little more time. 





Install and Use Skype 


Recently updated, Skype has now been turned into a proper Windows 11 app and follows the Windows 
design style more closely. 


Step 1 Skype has a dedicated Windows 11 app and this Step 3 The Skype window should now be open on 
| may be preinstalled on your Windows PC but you screen. The default view is the Recent 





might need to download it from the Windows store. You can also conversations screen but this may be completely empty if you 
download Skype directly from www.skype.com as well as check are new to Skype. The first thing you need to do as a fresh user, 
that you have the latest version available. is to begin adding contacts. 


Skype; Downloads Business Rates Help 


Use one Skype account across all your devices... 


* | Russell Ware 
| Call 20 seconds 


Friday 
e Russ Ware 

=) (heat for the call 
Oide than a week 


i l | Hello Russell Ware 
Skype for Windows Gy Sea es - Preview @ e USOS via mani 
Lice Skype on your Windows 10 dace for al you calls *) Study: Fear of crime, general sense of d. 
(e Cadea © 
BỌ Are you expenencing nausea / vomiting 


! calls, 
messages, video. and sharing in one Convenient place. 
Russell Ware 
eo Hi mate, this ij Fuss from work, trying à. 


y-—————————————3* Jim Gale 
With the Skype app, you can do more together as ——S TAIN d] 


Find friends and family 


B LJ 


lan Osbome 
É Call labed, a problem waj found with y... 


Me Summarize & 


Wu Sorry, no amy Kor this bi What e 


e Il 
WR Celebrate soning eith cur mew emotion 


m o Untitled conversation 














Step 2 Once installed, you will need to sign in to the Step 4 Click the Contacts button (2nd button down 
Skype app. If you already have a Skype account, from the top) and either select the add contact 


which is completely free to set up, just enter your login details icon at the bottom of the sidebar or click directly in the search 
when prompted. If not, you can go to www.login.skype.com and text box and type the name, Skype name or email of the person 
create a new account in just a few minutes. you want to add. Click Search Skype. 


x 
Russ Ware 
(7) This Peron ^as nor saved derads wor pu. 


Create account 


Phone number 
Creale password 


Use your email address instead 


Choosing Next means thal you agree to the Privacy Slalemen 
and Microsoft Services Agreement. 


Cardeàa = " 
Back Next EQ Hi Munsell, how do you feel today? Hi Russ Ware, I'd like to add you as a contact 


$4. Skype cannot be used for emergency calls. thanks for the call 
Microsoft Sent 











Select your friend from the search results, 
assuming you can see them in the list, and 

click Add to Contacts. Type a quick note to introduce yourself and 

then click Send. They will receive a request from you, along with 

the message and can choose whether to accept you or not. 


Russ 
07791932718 


2 | 


Public Directory 


Óo'" 
Russ il | » 
p View Profile 


Messages 











Add To Favourites 
| 
Cardea Add to Contacts 
GO Hi Russell, hoi 


| 


Block Contact 











You can select any contact from your contacts list 

and then either instant message them or start a 
voice or video call. If the contact you click on has Skype, the call 
option buttons will appear in the top right corner of the window. 
Click the relevant button to start a call. 





























Skype instant messaging makes it easy to keep 

in touch with your contacts and groups 
wherever they are. You can share files, photos and contacts. To 
instant message one of your contacts, select their name and 
start typing at the bottom of the main window. 


P |. Russell Ware 
o Dine 


Yesterday 
15:13 
V Cal No answer 
1620 
V Cal 38 seconds 


16:21 
T à 
7e Echo / Sound Test Service . Call 20 seconds 


o 
e^ 
- 
e Jim Gale 
eo" 
Qo Russell Ware 
o Russell Ware 
: o Scott Saw 


Boclay 




















Making calls with the Skype App 





If you want to make calls to contacts not using 

: Skype (although you can make calls to mobiles 
and landlines too), you will need to add some Skype credit first. 
To do this, click on your profile picture in the bottom left and 
click the ‘Add Skype credit’ link. 


Skype Credit 


Choose the amount of Skype Credit you'd like to add. 


O £10.00 


O £20.00 


E:] Enable Auto-recharge when l'm running low on credit 


You may request a refund for this purchase in accordance with Skype's refund 
policy. 


Microsoft 


Step 9 Skype also now includes Bots. Bots are artificially 
intelligent programs that can do many useful 


things like search for news, summarise webpages, play games 
and more. You can start chatting with a bot just like you chat with 
friends, just choose a bot and click Get started. 


All bots 
Assistant @ Zoom.ai © 
Tour perconal auutomabeg virtual gezietunt that 
can schedule meetings prepare for meetings, 
6 


.. Baymax 
E3 Your personal health aem conmparien. 
C The cence is available in the US only. Click ih 


Assistant © Zoom.ali 


mie | 


BFF Quiz & 
Send your friends a short qua, find out how wel 
they bnow you and af they are true blue BFF 


Bing Images - Preview @ 

© Search the web for the laten news using Bing. — 
Sea ee eta Some o nO es Your personal automated virtual assistant that can schedule meetings, prepare for meetings, get you warm introductions to people you 
Bing Music - Preview @ want to meet, find travel to and from meetings, and more. 

@ Search the web, including popular cites like 
Wouluie, Vievo, Lyrickand, and mone -- ust en bilities 

e dad sav ipa oui paps os Here is what you can do with this botsend instant messages, send files, send Mojis, send photos, add bot to group chats (this bot 

i Coins given in-game cannot be cashed out or receives messages sent to it using @Assistant @ Zoom.ai). 


. Candy Escape & 

Q ome Privacy 
Candy Castel Are you clever enough to soke- < This bot will have access to your display name, country/region and language, voice calls and any other content that you or 

CaptionBot @ other participants share with the bot. This bot may also provide web links from third parties. 

© | can understand the content of any image and 
Fir try to describe it as well a ary Furman. [m 

Tems of Service 

Card Games Chest © 

Q sores cress a bot that can play many 
popular card gamei 


Privacy Statement 


Crazy Eights & 
* Pury Crary Digits, à popular and educational 
cord game with our bot. The game is capy to L. 


Bots vary in how useful they are but some are 

well worth taking a look at. Take the Bing News 
bot for example. Add this and then type a word (*Crime" for 
example) in the conversation window. The bot will return news 
stories based on that subject. 


d fa) Bing Images - Preview e 
! 0 ou 


Bots AB 


An boti 
wr any a hang with your friends 


Search Bots 


= UCL x GameOn Bot & 
® Lone the Champions League? heed à tady 
mith all the snieter to keep you an the boop? Bing images - Preview, 0257 
Unification Engine & 
To” Linie bribems Uinsficstioni ngme- (UE) Skype 
© Bot enables Skype users to remotely control th 


image result from commons wikimedia org 


UPS Bot & 
9o Chart with mè tò qua intonmatión on your 
ancomiewg and deved packages. find a UPS | 


a» Your Face G 
ep Will provide a frank avccossumeni of pour face. 
Powered by Micron Cognitive Service. 


upload wikimesdia c 


Image result from commons wikimedia.org 
Your.MD bot & 
e Your MD checks symgtomms tà keep you healthy 
- am ze and for FREE... 


Added bo my contacts 


ing ima Preview © 
Search tha web lor the latest reet iting Bng 
By unng this bot, you ageres tà Microsoft Priva 


image result from kmsmathproblems. wikispaces.com 


Bing News - Preview © 
© Search the web for the latest rme urine Bari. 
By uen this bot, you agree to Microsoft Pra. 


Cardea & 
Meet Cardea, your penional medical aid. She 
will aeae your health questions, help you un... 


~ Hornence 8 
e Florence d your personal health axsistand, She 
helps you to keep track of your health and re... 


Summarize & 
No fume te read am entire web page? Just send a 
© wt io the Sommaire bot bo get an overview. 





Using the 
Cloud Clipboard 


Copying and pasting is something we all do. However, what do you do if you need to copy 
the same few things again and again and how do you copy content across your devices? 
The new Cloud Clipboard solves both of those problems in a single, simple interface. 








A New Way to Copy + Paste 


The Cloud Clipboard gives you a new way to cut and paste. Simply press the Windows key + V at any time 


and you'll see the Cloud Clipboard panel appear in the bottom corner of the screen. 
Step 1 Before you can use all the features of the Cloud Step 3 With the Cloud Clipboard settings configured to 
Clipboard in Windows 11, you will need to how you want, you can start using the feature. 
enable them in the settings. Go to Settings > System and look for Just like the old clipboard, things are added to it when you copy 
the Clipboard section. You can turn on the clipboard history something. This can either be by pressing Ctrl * C with some text 
using the slider toggle. To sync across devices, click ‘Get started: ^ highlighted or right-clicking on an image or file and selecting Copy. 








System > Clipboard 
[E acs oa your clipboard 


Sync across your devices n n 
(e Paste text from your PC to sup Ci m AHE) 





|i remem ber] 
The dag | 
——-»X Copy 

W Select All 

"DL Print Selection 
Clear clipboard data Jake Screenshot 
Pinned items wont be rem 
Search Google for “Cimmeria | reme..." 


Privacy Statement — " 
OQ Learn how clipboard keeps your data safe VISTS View Selection Source 


Related links 


A rugged peak and gazed, his shaded eye} 


E] Get heip with clipboard Saw but the endless vista — hill on hil 


[Slope beyond slope, each hooded like its brothers. 


E How to seamlessly transfer content between your devices 








Step 2 Follow the instructions to confirm your Microsoft Step 4 The difference now is each thing you copy is 
account (if this is requested) and then choose stored in the clipboard, rather than being 


whether you want to enable automatic syncing across devicesor overwritten by the next thing you copy. To see the things stored in 
not. If you want to be able to sync the clipboard to your phone, the Cloud Clipboard, press Windows Key + V. In the new Cloud 
you will also need to download and install an app on that device. Clipboard window, you will see a list of the things you have copied. 


s logo key BE + V to view your clipboard history and paste from it 


EE Microsoft 
davidhayward' 
Clipboard Clear all 


(You start in your Hobbit Hole, a "comforta 
ble tunnel like hall") 


| don't have any of these 


Cimmeria 


| remember 








Using the Cloud Clipboard 


| Step 5 The things you have copied can be made ready Step 8 Pinned items even remain in the Cloud Clipboard 
to paste by selecting them in the Cloud | when you restart your computer. The only way to 


Clipboard. You can then use Ctrl + V to paste or right-click and remove them now is to unpin them from the clipboard. To do this, 
select Paste from the menu. When you select something in the highlight the item again and click the pinned icon. Copying 
Cloud Clipboard, it remains there to be pasted again. something that is already saved in the clipboard doesn't overwrite it. 


C O & 


Clipboard 


Right to left Reading order 
Show Unicode control characters Cimmeria 


Insert Unicode control character i remember 








Open IME 











Step 6 You can clear the items from the clipboard easily, Step 9 Syncing clipboard data between devices works 
either by opening settings » System » Clipboard using the same Microsoft Graph technology that 


and clicking on ‘Clear clipboard data’ or by opening the clipboard powers the Timeline, introduced in Windows 10's April 2018 
window and clicking the *Clear all' button. Once the clipboard is Update. You need to be signed into both devices with the same 
cleared, you cannot recover the copied data. Microsoft account for this feature to work. 


Clear clipboard data DAVID HAYWARD 
Pinned items won't be removed on this device 
| Administrator 


© Privacy Statement 
Learn how clipboard keeps your data safe Adjust your photo 


©) 





Related links 


CO Choose a file 


Get help with clipboard 


Account settings 


a How to seamlessly transfer content between your devices lribeft accohf 
Windows is better when settings and files automatically sync 














Bn If there is copied data in the Cloud Clipboard that Step 10 If you select *Never automatically sync text that I 
you think you will always need to keep, you can pin copy’, you'll have to manually choose what you 


it. Pinned items in the clipboard do not get cleared when using the want to copy. To do so, open your Clipboard history with Windows+V, 
methods described in the previous step. To pin something, move hover over an item in your Clipboard history and click the 
your mouse over the item and then click the pin icon that appears. cloud-shaped Sync to Other Devices icon. 


(3 Sync across your devices 


Paste text from your PC to supported devices 










(9 





(2 Œ 


Q Automatically sync text that | copy 







Clipboard Clear all 
Manually sync text that | copy 






(You start in your Hobbit Hole, a "comforta 
ble tunnel like hall") 





Clear clipboard data 
Pinned items won't be removed on this device 


Cimmeria 


O Privacy Statement 


| remember Learn how clipboard keeps your data safe 


Facebook App 
on Windows 11 


Facebook's popularity peaks and falls with alarming regularity th roughout the 
course of the year. However, it’s still one of the most 
used social media platforms. Naturally, an app is 
available for it in the Windows Store and, once signed 
in, it offers the user a wealth of options. 













€- 




















David Ha 
d Ulli e Boxing X & m 


e». Find Friends 





cr Within the app you can zl cer aca 

. search for people, places, O wo 

companies and Facebook pages from Create stor 

the Search function in the top-left of @ Messenger | 

the app. A list of recent searches is Q Grow; e. " 

displayed, which can be cleared by B oisi: m 

clicking on the *x' next to the name, | 

or by clicking on the Edit link. f wen — 

— — a savea = 
B Pages Clare Louisa za 


| Ladybird 
we $ | In 
"e more o 15h-@ 


beautify! Weddin 
= Pa | loved being a p; 





[re The options to the left of 
the main timeline Feed 


allow you to switch views, browse the 
Marketplace for a local bargain that 
someone is selling, look for Facebook 
Groups setup by likeminded 
individuals, Watch Facebook Videos, 
Find Friends, look back at your 
previously posted Memories and 
much more. 


Barrow-in-F . V 
ga n-Furness in Old Ph otos | Venue: Abbey hay 


E) The Your Shortcuts section 
is where you'll find quick 


launches to Groups and Pages you're 
a member of or have Liked on 
Facebook. This saves you trawling 
through your Facebook Feed to find 
any relevant new posts that may 
have appeared while you've been 
away, or have missed. You can edit 
your available Shortcuts by hovering 
over the section and clicking Edit. 











ray This is your main Facebook 

— Feed, where you'll post your 
own comments, videos, photos and so 
on, and where you'll see your friends 
posts and any Groups or pages you’ve 
Liked and signed up with to receive 
notifications. You can create video chat 
rooms, and quickly see who’s currently 
online via their profile image. 

















The top bar options include: Home, your main Facebook Feed; 

Friends, where you can find new Friend suggestions and manage 
Friend Requests; Pages, which covers items like invitations and where you can 
create your own unique business page; Watch, which displays Facebook's 
video library from around the world; and finally Groups, where you can browse 
groups you're a part of, and find new ones. Further to the right is your Profile, 
followed by Menu (detailing all of Facebook's functions), Messenger for private 


and group chats, Notifications and finally Account settings. 


Sometimes, the App version 

of Facebook won't display a 
post from a friend properly. This is usually 
when a video or an animated GIF appears 
in the Timeline. If this happens, try 
refreshing the Feed, and if it still doesn't 
work, then open the Feed in a browser to 
check if it's loaded properly. 
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It's easy to search through 

your friends by clicking on 
the magnifying glass icon in the 
Contacts pane. Simple start typing their 
name, and Facebook will begin to drill 
down the choices available. All you 
need now is more friends - unlike us! 


It's always responsible to 

mention that safety on 
Facebook is paramount. Don't let anyone 
persuade you into divulging personal 
information, or passwords, and don't 
accept friend requests from people you 
don't know or recognise. 


The Contacts drop-down 

link will display all your 
friends, and whether they're online or 
when they were last online. You can 
click each contact and start a 
Messenger text or video chat with 
them, or click the Create New Group 
link at the bottom to group individual 
Contacts together for a group chat. 
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Twitter App on 


“ww | Windows 11 


The Twittersphere is often a 


place for some very interesting 
discussions, but also a haven 
for news that's not published 
in the mainstream media. Like 


it or loathe it, Twitter has its 


uses and is freely available in 
the Windows Store; so you too 


can join the ‘debates’. 


ee | The menu on the 
left-hand side of the 


Twitter app will give you access to 
everything from your profile setup 
and management, through to 
exploring trending Tweets. Plus, any 
Notifications you've had from your 
own Tweets, DMs (direct Messages), 
Bookmarks and Lists you've made, 
and quick links to privacy settings, 
analytics, ads and a help centre. 


ml The Tweet button brings up 
a pop-out window where 


you can enter a new Tweet, and post it 
for the world of Twitter to see, 
comment on and hopefully like. It does 
exactly the same function as the What's 
Happening section at the top of your 
Twitter Feed, so it's a little redundant 
these days - it seems to be left over 
from older versions of the platform. 





EH Your Twitter Feed, where 
you can view your own 

posts, as well as those who you've 

liked and followed, alongside any 


advertising the company decides to 
place on your Feed. It's from here you 


can like, comment, share, delete, 
report and generally remark on how 
you feel about the current 
government or whether aliens exist 
or not. 


















Home / Twitter 














Home 
Q Home | 
^ What's happening? 
i Explore 
e &] E © Kc 
[A Notification 
S ' i 
t Ryan Buy Wireframe mag 
| > Replying to @jasminetwts 
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Q ü 
[] Bookmarks 
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Your Sinclair Magazine Issu 
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(-) More 
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Q 2 Ll 38 


fl Scarfolk Council Retweeted 


a Richard Littler @ @richar 
| ” After years of development 
©» David Hayway i 


are a few reasons for this, | 
yj ~@DHaywaignis appetites can't have helpe! 
available if interested. Con 
























Ean Don't Feed The Troll! If you 
engage on Twitter, you'll likely 
come across, sooner or later, someone who 
disagrees with you on such an extent that 
things get a little too personal for comfort. 
If this happens, back off, and as the saying 
goes, don't feed those trolls. 





Q Search Twitter 


What's happening 


Event - Last night 
Peston 


EET ' . 
azine Lambie @ Gryanlambie . 13 t 


Trending in United Kingdom 
#ShameOnSussexUni 
Q ; 3,588 Tweets 
Business and finance - Irending 
NatWest 
1,298 Tweets 


g recomputer - 55m 


e 64, page 25 

e The Telegraph  . 2 hours ago e 
‘lwasa housekeeper for a | 7 
wealthy family... | was shocked F Et 
by what | learnt about the super- | 
elite' 


eam/your-si... 


29 etalk @ - Last night 

Jake Gyllenhaal says filming 
bedroom scenes with Jennifer 
Aniston was 'torture' 





Show more 


Who to follow 






um. | Partisia Blockchái 
@partisiampc 


ce 





Promoted Messages 


Chris Young 


= ; Follow | Message r 
y @verystick... Follows you | ge requests 











] littler - 1h 

, the @Scarfolk series has hit a brick wall. There e 
xut pandemic/brexit/changing TV commissioner 

j. So sorry to disappoint. TV/film rights are now 
tact me or @BlakeFriedmann _ 





We've been lucky (touch wood). ... 


Drash 9 * 
Drash 8S8 rected with d: ! qu... 


Twitter App on Windows 11 


mr Like Facebook, or any other 

social media platform, safety 
comes first. Don't be fooled into giving 
away personal details, don't be 
click-baited into clicking on links you can't 
identify, and always be on guard for those 
who try to scam others. 





EU You can search for people 

from the Twitter Search 
function in the upper-right of the 
app. Enter a person's name, be they a 
celebrity, politician, or humble writer 
of Windows 11 books, and the results 
will appear here. 





This is the What's 
Happening section - which 
is different to the What's Happening 
section where you can enter your own 
Tweets. This section displays the 
current trending stories in the 
Twittersphere depending on your 
location. In the UK we'll naturally have 
; B a different set of trending feeds 
compared to someone in the US. Click 






| i5. The Samityville Horror @ @12.. Sep 14 | : " | 
9» Michael Sage Ea m ed gal ges. se the Show more link to display trends 
@michaels... Follows you | — | s | x 
that have dropped off due to the 
Show more (AB Argos Hers @ GArgosHelpe.. May 26 limitations of your screen size. 
Eu) Senta link 
Terms of Service Privacy Policy Cookie Policy 
Ads info More-- © 2021 Twitter, Inc. GArgos | I 
ds info More witter, Inc Argos © Argos Onli | May 26 
ES Hi Argos, l'm trying to get Ngid o... 
Lena Whitaker @ @LenaWhita... “pr 27 


(^8. Who to follow displays a 
brief list of people who 


Twitter thinks you'd like. Some of 
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them may already follow you, but 
you don't follow them back, whereas 
some are promoted by Twitter to 
help boost their follower numbers. 





The Messages section here 
is collapsible, and 


contains all the current and previous 
Direct Messages you've had over your 
time on Twitter. Open it, click a 
person, and you can continue the 
message or start a new one. 


WhatsApp Desktop 
on Windows 11 


WhatsApp has proved to be a 
vital addition to many of us in 
our daily digital lives. It's used to 
keep in contact with family, 
friends and work colleagues, and 
thanks to its high levels of 
encryption and easy to use 
interface, it can be used by even 
hardened technophobes. 















(& WhatsApp 


c^! * 





HET This section displays your 
WhatsApp profile picture, 


as well as enabling you to start a new 
conversation with any of your 


WhatsApp contacts, or start a new 
Group chat. Click the Plus symbol for 
a new chat, or the three dots for 
more options and group setups. 





Tl These are all your 
contacts, along with the 


last comment they made on either the 
group chat or with you individually. 
You can see when they last 
commented, as well as be informed 
on any profile status updates they 
may post about themselves. 


EH Scroll down the contacts 

list for more, and you can 
also use the Search bar at the top of 
the contacts list to look for 
individuals; and even start a new 
chat. Click an individual to open 
more options, such as mute, archive, 
delete or pin to keep for later. 








t Whitmans Chat 
A Ned: Yeah, | think | know wha... 











Stewart Family 


J// Seve. Great, thanks! 





Nice Whitman 
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WhatsApp Desktop on Windows 11 


EH WhatsApp has the unique 

ability to encrypt all of its 
point-to-point communications. That 
means anything you post in a chat 
with someone else is encrypted to 
the highest current level, AES-256 
Military Grade. 


Ihitmans Chat 


cis, Jack, Margot, Peter, Roy al, Zissou 


Mice, Fran 





à — W^ 
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5, This section displays all 

the contacts currently 
involved in a group chat, as well as 
the name of the group you or 
someone else has created. From 
here, you can also attach any photos 
or videos, or click the three-dots 
more options. 


























E The main part of 

WhatsApp, this is where all 
the chatting takes place, as well as 
any media you or a member of your 
contacts will upload. Your comments 
are highlighted to the right of the 
chat pane, whereas your contacts are 
put to the left of the pane. Photos 
and videos can be clicked to expand 
and then viewed. 






Enter your chats in this 
box, and then they'll 
appear in the main chat window. 
You can also click the microphone 
icon to begin a voice conversation. 
This is handy, as the voice 
communications are as encrypted as 
the text communications. Clicking 
the smiley face icon will open the 
available emoji list, where you can 
insert all manner of strange and 
useful iconography. 


There's a rise in WhatsApp 
scamming incidents, so if 
you find yourself being asked to join 
a group by someone you don't know, 
or someone you don't know is trying 
to add you, opt to ignore or delete 
them as soon as you can. Scams can 
be quite clever, so on be your guard. 





Windows 11 
Touchpad Gestures 


There's so much you can do with gestures, and Windows 11 has greatly improved the 
technology over its predecessor. Some apps have their own, unique, gestures, but the 
default and majority are listed here. 





Touchy Feely 


Gone are the days where we paw ineffectually at our screens, like a cat trying to capture a video of a bird. 
Windows 11 gestures encompass nearly every aspect of the operating system. 


Touchpad Gestures 





Here are the main gestures for use on Windows 11 touchpad 
laptops. It’s worth noting that some of these gestures will 
only work with new precision touchpads. To find out if your 
laptop has one, click Start > Settings > Bluetooth & 


devices > Touchpad. 





Select an item 
Tap touchpad 


Scroll 
Place two fingers on the touchpad and 
Slide horizontally or vertically 


Zoom in or out 
Place two fingers on the touchpad and 
pinch in or stretch out 











Show Context Menu 
Tap the touchpad with two fingers or 
press down in the lower-right corner 











Gestures 


Show all open windows 
Swipe with three fingers up on 
the touchpad 








Show the desktop 
Swipe with three fingers down on 
the — Er OOOO 


Switch open apps or windows 
Swipe with three fingers left or right on 
the — 0000000 





Switch desktops 
Swipe with four fingers to the left or 
a LLL on the touchpad 


Note: Remember, some laptop manufacturer touchpads may operate differently to others. That shouldn't be the case, but for a long 
time there was little standardisation. This doesn't happen so much now, but if you own an older model laptop that works with 
Windows 11, then you may experience some problems or simply different gestures depending on the touchpad device you’re using. 
In such circumstances, it’s always best to consult the laptop manual, or see if there’s an updated BIOS or driver to apply. 








You can use these gestures on the touchscreen of any of your 
modern Windows 11 devices. To turn touch gestures on, click 
Start > Settings > Bluetooth & devices > Touch > Three- and 
four-finger touch gestures. 


Tap the screen 


Place two fingers on the screen and 
slide horizontally or vertically 


Place two fingers on the screen and 


pinch in or stretch out 


Press and hold the item — 


Swipe with three fingers up on the screen 


| Other gestures | | 










| | 
| Choose what each gesture does | 


| 





| Three finger gestures 


a ^ Multitasking view 


= = w Show desktop 


| < Switch apps 








Swipe with three fingers down on 
the screen 


Swipe with three fingers to the left or 
right on the screen 


Swipe with one finger in from the right 
edge of the screen 


Swipe with one finger in from the 
left edge of screen 


Swipe with four fingers to the left 
or right on the screen 


www.bdmpublications.com 29 


| | | Essential 
: | Windows 11 Apps 


The new Windows Store is crammed full of useful apps for your computer. You'll find 
nearly everything you'll ever need in here, from music to movies, performance to 
productivity and coding to collaboration. Here are some of the top Windows 11 apps we 
think are worth taking a closer look at. 





Minecraft 





Minecraft for Windows 10 Starter — 
SREALHA Collection 








Screenshots 


T ELI 


If you're interested in 
learning how to code on 
Windows 11, then 
you'll need a 
comprehensive IDE 
(Integrated 
Development 
Environment). Code 
Writer is one of the best 
freely available IDEs with over twenty 
syntax-highlighted file types that support 
HTML, CSS, Python, C++, Ruby, SQL, C£, 
VB, Perl and many more. 





Tik Tok 
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Netflix 


p" The king ofthe si x services, Netflix ha: Unleash your inner digital photographer and 
y A become one of the mc ed apps acrc artist with Adobe's Photoshop Elements. If you 
1 atform. Wat ur favourite S, anc don't want to go down the Adobe Photoshop 
N EIFLIX | bingeon top serie: | wee hours of the Professional route, then this is the app for 
| n ng; there's something for everyone you. There's tons of features available that 
k y within the ever-growing genres on Netflix will greatly enhance your photos and unlock 
| your hidden potential. It costs £83.49, but there 
are often deals available, so keep checking back. 





Screenshots 


Unlimited Entertainment 
Watch all you want for one low price. a 





Adobe Photoshop Elements 
2021 





Description 
E8349 « 2096 off « through 
14/11/2021 Intelligent editing. Flawless photos. Cool creations 


Follow your creative inspiration wherever it leads 
With Adobe Sensei Al technology* as your creative sidekick, you can 











Free trial Add motion to your static images, automatically colorize photos, select a subject witl 
Make inspirational animated Quote Graphics—great for social media 

Discover 58 easy Guided Edits that help you 

Create modern duotones, perfect your landscape photos, remove unwanted objects 


3.4% 18 guesswork 





Ratings and reviews 


$4 iz 


Intelligent editing. Flawless photos. Cool 
creations 


WhatsApp has increasingly become an 
essential part of communications between 
colleagues, friends and family. Thanks to 
encrypted chats, group communications, 
and voice and video calling over Wi-Fi, it's Network Speed Test 
easy to see how important the app is in 
today's modern, digital world. 





Qe: 
d 





Stewart Family 


ce Whitman 


" 


P 





Jack Whitman 


Any plans for tonight? 


— Network Speed Test 


Lunch Group 


euweooeceec 


Jane Pearson uà Mass 3 2:58 PM) Current netw 
V CHITI ype 
ught is the mos jht* F I ! =A 
Peter Whitman jne? “> w ' Es i E r1 
feat nternet stat 
nter ICE 
Stewart Family = Host name 
saqgarwal-desk ir 
2L 
Description 
A 


With WhatsApp on the desktop, you can seamlessly sync all of your chat 
convenient to you. 





40... 046. 0.89 vor 
Ratings and reviews = — | 
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Browse Top59 Global Top 50 
With a catalogue of music —— A E EE 
numbering the tens of See 
thousands, Spotify 
enables you to browse 
everything from Abba to 
ZZ Top. You can go free 
and tolerate the 
occasional ad break, or pay 
for a Premium subscription and play 
across multiple devices without any ads. 


FLAY 





((—]» 


Workout 





Drawboard 


I-i - WTE FLORA AND FAUNA 


(> DrawboardPDF 


PDF markup tools to 
help you work wonders 


oo 





drawboard.com/pdf 





Audio books are a great way 
to get into the classics, as 
well as new and 
upcoming titles without 
having to pick up a book 
and read it. For many, 
that's an ideal setup, as 
work and life can get in the way 
of a good book. Listen to the Adventures of 
Sherlock Holmes while doing your work, or 
The Handmaid's Tale during your break. 
Audiobooks from Audible will open even 
greater worlds for you to explore. 
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Disney-* 


Known as the Ultimate Video Player, VLC can 
play pretty much anything you throw at it 
without the need to install extra codecs. This 
particular version is cut-down slightly, so you 
won't be able to play DVD or Blu-Ray discs, 
but any digital media file can be played 
without a problem - and it's free! 
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1. Chapter 1: The Mandalorian 





iA 
2. Chapter 2: The Child Warirmr AME 
i Valuable Gude; | | | -€— 
Ghost Stories Safety (CD E.P) The Blue Room Clocks ( Japanes Parachutes (Jap Every Teardrop | Left Ric 





<P uw 


2CELLOS 2003 - Live (CD) Eu 2nd Round 3 At Last Al 


Say what you like about Twitter, you can’t 
ignore the fact that it’s often better informed 
than the news presented on the TV or in the 
paper. Instead of going to the website, install 
the app, and you can join the many millions Python 3.9 
who always seem to take the opposite view 
from you; and end up shouting at each other. 


amar = = | | [D Eu 1g 
<a i 


e, Miranda Sequoia 
Messages jesar 


i T HationalParkService 
Welcome to the iFindt 





o 7 | Python 3.9 


Dumaan 

















Wata Haja B R3 
f " * Description 
és Mc Noamana Who to follow Python is an easy to learn, powerful programming language. It has efficient high-level data structu 
à oriented programming. Python's elegant syntax and dynamic typing, together with its interpreted 
ha (ion Aog n n me nouse This in uw Demons bo ad cf p 7 T. x F : z T E 
T - T TC CEP | AM to OM by Burr emt heran rapid application development in many areas on most platforms 
IS E IN RS 1 G k lu h ni j H --. 
teammates tha coaching stat me modica department anc 
Ph me i Ü Python is an easy to learn, powerful 
programming language. It has efficient high Expected your existing copy of Python to run? Either update your PATH to raise its priority, or oper 
i level data structures and a simple but effective disable the shortcuts 
© Noui cantas P anl ees ie 

Developer tools The Python interpreter and the extensive standard library are freely available in source or binary fc 


“4 Weer Lengua bocce 


Ratings and reviews 


Trending now 


= 3.0 
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Maintain and Protect Windows 11 
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What do you do if you're hacked? How do you protect your 
devices on a public Wi-Fi? What is encryption? These and many 
more questions are answered throughout this chapter, as you 
begin to move into the more advanced user techniques and 
skills needed to make Windows 11 both secure, while keeping it 
in tip-top shape. 


Learn how to manage your system’s memory more effectively, 
how to create a system image, manage your privacy and get 
much needed maintenance and performance tips. 






Using the Windows 11 
| Defender Tools 


The Windows Defender set of tools may not be quite as comprehensive as one of the 
bigger Anti-Malware suites, such 
as BitDefender, but it does a good 
Job of protecting the average user 
from the wealth of nasties out in 
the Internet. 



























Windows Security 


Security at a glance 


Virus & Threat 

Protection 
This is where to check and scan for viruses 
and other threats to your Windows 11 
security. Here you will find tools for 
preventing viruses and other malware from 
ever taking hold of your computer, as well 
as the tools needed to check for anything 
which already got through your defences. 


| G Home See what's happening with the security an 
and take any actions needed. 


©) Virus & threat protection 


Account protection 


Firewall & network protection P 


App & browser control Virus & threat protection 


, No action needed. 
Device security 





4? Device performance & health 


$$ Family options P eet 
"4 
D 


Protection history 


Account Protection 

This is where you manage 
account and sign-in security for Windows 
11. This includes the Microsoft account 
you are signed in to (or the option to sign 
in to one), Windows Hello and Dynamic 
lock. Clicking on any of the options here 
will simply take you to the relevant area of 
the main settings. 


App & browser control 
No action needed. 





gh 


Family options 
Manage how your family uses 
their devices. 


Device Performance 

& Health 
Displays issues with the health and 
performance of your computer, including 
the status of the Storage capacity, Apps 
and software and the Windows Time 
service. This is also where you come if you 
want to begin the process of performing a 
Fresh Start on your computer. 


^. Family Options 
The Family options feature in 

Windows Security provides you with easy 
access to tools for managing your 
children's digital life. Use Family options to 
help keep your children's devices clean 
and up to date with the latest version of 
WIndows 11 as well as protecting your kids 
when they're online. 


(93 Settings 








Using the Windows 11 Defender Tools 


EB ^ Apps & reWeer 
Control 


This section contains the settings for 
Windows Defender SmartScreen. This 
helps to protect your Windows 10 device 
from potentially dangerous apps, files, 
websites and downloads. It also includes a 
link to download Application Guard and 
lets you control Exploit protection. 


Firewall & Network 

Protection 
Windows Defender includes three firewalls, 
for: Domain network, Private network and 
Public network. You can turn each of these 
firewalls on or off at will, although you will 
normally only be connected to one type of 
network at a time (if you are at home, 
usually a Private network). 













d health of your device 





,;.. Device Security 
| Despite the title, this isn't really 


a hub for device security. You can learn 
A , Firewall & k more about Core isolation (virtualisation- 
p Sq — g VERE ARENO based security) and enable the memory- 
| No a | protection : bu f. : 
us integrity feature, helping to prevent 
No action needed. sum | ! : 
malicious attacks to core, high-security 





processes. Note: The exact options here 
can vary depending on device. 





4 





Device security Device performance & : - Protection History 
View status and manage health The Protection History option 
hardware security features. No action needed. 


really speaks for itself. In here you will find 
_ . a history of all the actions and 
|! recommendations that the Windows 
| Security system has discovered. You can 
\ look through the history and see if any 
trends form, so you'll know what to avoid 
in the future. 





Protection history 
View latest protection actions 
and recommendations. 


Windows Defender Dashboard 


The dashboard is the main screen of 
Windows Defender and opens when you 
click the “Defender shield” icon in the 
taskbar. It lets you check the security of 
your computer at a glance, but doesn’t 
really give you much information beyond 
whether an action is needed or not needed 
within the various security sections. 


ideally, you want to see a green tick on 
each section of the dashboard. 


If you see a warning symbol, there are 
suggested actions that you should take a 
look at, while a red X means something 
needs your immediate attention. 





| 








What To Do if 
You’re Hacked 


There are literally hundreds of millions of email 

addresses and account details stolen by hackers 

each year, sometimes in a single massive breach, 

such as the Equifax attack from a few years ago, 

but sometimes directly from your own computer. 
Being the victim of a hack sounds scary to most 

people, but while you should take it seriously, 

there is often no need to panic. If you think you 

have been hacked, just follow the instructions here 

to get your online life back on track. 
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b! What To Do if Yov’re Hacked 








Welcome, russ ware 





rivacy 5 We keep your account 


a | | ' i |] Payment & tobecriptons n ‘ 
m | ; a, ) i Hain personalisation protected 
= = à | E: i i 
-— — 
hend = 4 
au 
-= 


You may hear about a big data breach in the news, or from age Take the Privacy Check 
=s friends and colleagues, and if the company hacked is one you W * 
— have accounts with, it is worth following all of the steps ia MER 
below just in case. Often, the first you will know about being 
hacked is a call from your credit card company or bank about 
unusual activity, or from friends/relatives suddenly receiving 


strange requests for money from you. 


i 


Many of the large email providers, such as Gmail, will alert 
— you if there is a new login to your account from an 
===" unrecognised location or device. Or you may simply find that 
you have been logged out of an account and your password is 
no longer working. 


The most important thing is not how you discover how you 
have been hacked, although we urge you to keep a close eye h = l | 
on all your online activity, but how you act immediately after C a nN ge YO U r 


you find out. 


You can check if your email address has potentially been Pa SSWO rd S 


involved in a data breach by entering it in to the Have I Been 

Pwned website. The very first thing you need to do is change all of your 
passwords, especially for your email account, banking 
accounts, credit card accounts, PayPal, etc. Many online 
accounts now offer 2-step verification, which adds an extra 
layer of security by sending you a passcode each time you try 


Wh at ite ble N ext to log in. If this is available, set it up as soon as possible. 


If your email account password has been changed by the | 


= PTS P 








Even if you think only one account has been targeted, you hacker, you will need to contact the provider and prove you 
should still move to protect ALL of your important accounts. are the rightful owner of that account. For Gmail, there are 

This is especially true if you main email account has been instructions for recovering a hacked account on the Google 
breached, or if you use the same email and password for all support pages (https://support.google.com). The other 


of your online accounts. main email providers should offer similar advice. 


Exangine Allour 
Accounts Cakefully 


This includes banking, email, online shopping accounts, 
especially if you use the same password for multiple logins. 
Check your email inbox and sent mail box for things yothaven’t 
signed up to or sent. Think about how you recover atong 
password on almost any website: You request a passWe 








| reset 


to your email address. If someone has got hold of access your 


emails, they could do the same. 





Look for any unusual activity at all, and if you spot some, 
contact the website or company to let them know your account 
may have been breached. Often, they can help you sort it out 
the fastest way. 


If your email account has been taken over, and the password 
changed, you will need a way to prove that you are the rightful 
owner. This is why it is important to have two separate email 
addresses, as you can usually use a second emailaddress as the 
alternate contact for the main address. 


Pertonal 


LLOYDS BANK 


L Banking with us + Barding online v 


ü Logon tà krient Barking 
Personal Baziran 
Lou NENE'. Du i a & 


I'd lor te borrow with a Personal 
Loan 


Insure my hore 


I'd ilke te find out abut: rmy 
borrowing aptions 


ES idilie tofñindaremortgage deal > | av Wo 


Ej Heip centre 


account recover 


Home Using Facebook Managing Your Account Privacy and Safety Policies and Reporting at Support Inbox 


Hacked Accounts 

My Account 

| think my account was hacked or someone is using it without my permission 
How do | deal with spam? 

My Facebook account was hacked and used to make purchases on apps. 


What to do if you don't recognize activity on your advertising account 


My Friend's Account 


Of V Age uum xci Me ic a 
My friend's account is sending out spam 
Mis sm Lo gemma eap wm exu ^ pam oe mls 
| think my friend's account was hacked. 


How do | report an account for impersonation’? 


Pages 





| think my Page was hacked or taken over by someone else. 





Check your bank and 
Credit Card Statements 


Check both your bank account and credit card statement for 
any unusual activity (online and immediately if possible, but if 
not contact your bank/credit card company`and ask for a 
statement). It is also worth informing both your bank and credit 
card company what has happened, so that they can besaware 
and alert for any unusual activity in the near future. 


Having to get new cards issued may be a hassle, but it is less 
hassle than trying to sort out the mess left when a' hacker starts 
buying things using your card details. 





Recover Your Accounts 


Major companies such as Google, Facebook, Twitter anid 
Microsoft are well aware of the possibility of accounts being 
hacked, and most offer processes to get the account back to 
normal. Indeed, the company may well be the first to realise an 
account has been hijacked and shut it down for you. Head over 
to the homepage of the website in question and check the 
knowledge base/help desk for advice on what to do next. 


Just remember that if you get an email from Facebook, Twitter, 
etc., telling you that your account has been breached, make 
sure that it is legitimate and not someone phishing for your 
login information. 





A Avast Free Antivirus A Notifications  z Menu _ X 


(v) (v) DY 2 


Browser threats Outdated apps Viruses & malware Advanced issues 





Scanning for malware... 23% 


SVC: amdxata > C:\WIN..2\drivers\amdxata.sys 


STOP SCAN 








Scan For Viruses 
and Malware 


If your computer has been infected with a virus or malware, 

this could be where the hacker got your details, so none of 
the steps above are any use if the underlying source of the 
breach is still sitting on your device waiting to send all of 
your updated information to the hacker. Run a complete 

| virus scan, using reputable scanning software from the likes 

of Norton, Kaspersky, Panda or McAfee. 





$ 
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If using WIndows 11, then the Windows Defender tool offers an 
Offline Scan, whichcan find even particularly well-hidden malware 
on your computer. This scan will take at least 15 minutes to complete, 
but is the most in-depth scan offered by the free anti-virus software. 


Contact Friends, Family 
and Colleagues 


If you think that your email or social media account has been 

hacked, contact friends, family and colleagues top let them 

know. There have been many cases where a family member or 

friend has received an email supposedly from a stranded 

person, asking for help (in the form of money) so that they can 

get home. Making people aware, means they will be less likely 
to fall for this sort of scam. 
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from the processor and much more. 








Processes Tab 

The Processes tab is the default 
tab when the Task Manager is opened. You 
can open the task manager by simply 
searching for it in the main search panel. 
Just as with any other app or piece of 
software in WIndows 11, you can pin a 
shortcut to the Task Manager, to the taskbar 
or as a desktop icon. 








Start-up Tab 

The Start-up tab contains a list 
of all the apps, programs and processes 
that are enabled every time you start your 
computer. If your computer is brand new, 
this list should be fairly small and filled with 
essential items. But as you install new apps 
and software, this start-up list can become 
bloated and slow down boot up. You can 
disable auto start-up here. 






Process List 
With the Processes tab selected, 
a list of all processes is shown. Processes 
are bits of software that run in the 
background, either running or waiting to 
run when a corresponding action is taken. 
As you can see from the list here, things like 
Cortana and AVG are shown; these you 
would obviously want to leave. 











































^ Task Manager 





File Options 








| Apps (1) 


| > jh Task Manage 
| 
Backgroung processes (47) 


WM AdfjregatorHost 
JF Antimalware Service Executable 
W) Antimalware Service Executable Content Process 
E COM Surrogate 
E. COM Surrogate 
E| COM Surrogate 
Pd CTF Loader 
® Device Association Framework Provider Host 
B Device Association Framework Provider Host 
IE DSAService (32 bit) 
^ (m DSAUpdateService 
E  ExpressVPN Service (32 bit) 
X5 Google Crash Handler 
15 Google Crash Handler (32 bit) 
IE) Host Process for Windows Tasks 
"M Host Process for Windows Tasks 
Œ| igfxCUIService Module 
€F intel Driver & Support Assistant Tray (32 bit) 
lE] Intel HD Graphics Drivers for Windows(R) 
B. Intel(R) Dynamic Plattorm and Thermal Framework 
D: “B® Intel(R) System Usage Report 
"n Intel® Graphics Command Center (2) 
^ [IW Intel® Graphics Command Center Service 
M. IntelCpHeciSvc Executable 
B Microsoft Network Realtime Inspection Service 
f] Microsoft Office Click-to-Run (SxS) 
' d» Microsoft s Search Indexer 
> E PresentalfinFontCache exe 
E RD Clipboard Monitor 
Runtime Broker 
Bi Service Manager 
E 4 Spooler SubSystem App 
B > |» Start 
^ [E] System Guard Runtime Monitor Broker Service 
"M Usermode Font Driver Host 


E Usermode Font Driver Host 


- Fewer details 


— 2 ———————— "Ó—— 


| Processes Performance App history Startup Users Details Services 


bi Using the Windows 11 
——^| Task Manager 


The Task Manager is a very useful tool but even if you have been using Windows for some 
time, you might never have looked at it before. The Task Manager contains information 
on PC performance, the number of running apps, how many processes are pulling power 
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Using the Windows 11 Task Manager 











View Options z 
The View options at the top of the File Options View. 
IESUS ETT TaMUIeIe[e) Nelle) AIV EeNEME Processes Per Refresh now up Users Details Services 

do several things. You can manually poe Spend a 

refresh the current tab and also Y Group by type en 43% 4% 
change the automatic update — am al dl i - 
speed. For example you can change Apps (9) 
how the processes are displayed. 
Either by grouping them by type, 
expanding or collapsing the list, or 
showing status values. 














Collapse all 


.. Status values © E Show suspended status 
ài, GNU Image Manipulation Progr... . Hide suspended status /s 





Performance Tab 

Another useful tab in the Task 
Manager is Performance. This gives you a 
real-time performance overview, allowing 
you to pinpoint exactly how well your 
hardware is coping with whatever you are 
doing at the time. If Task Manager is the 
only app open, the performance chart 
should be very stable but if you are running 
several apps, it will show any power spikes. 


Resource Usage 

If you find your PC becoming 
slow and sluggish during normal use, you 
may have too many processes running. By 
looking at the resource usage chart, you 
can see exactly which apps are taking up 
the most processing power, physical 
memory, disk space and even network 
bandwidth. If something is particularly 
resource hungry, you can right-click and 
stop it. 
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Fewer Details 
You can view a limited version of 
the Task Manager by clicking on the *Fewer 
Details" button at the bottom of the 
window. This makes the window small 
enough that it can be left open, in the 
corner of your desktop for example, but still 
show relevant information. You can get 
more information at any time by clicking 
"More Details" 


















Monitor Tasks with 
the Task Manager- 


If you have a program that isn't working, want to control what starts up when your PC 
does or you want to see what's running on your PC, then Task Manager is the place to go. 
Access it via the Power Menu (right-click on Start) or by pressing Ctrl+Alt+Delete and 
selecting it from the Security Options menu. 





Manage Your PC 


Task Manager is a lot more complex than it used to be and it's now a useful insight into your PC and app 


performance, allowing you to check anything from Wi-Fi usage to app crashes and much more. 
Step 1 Task Manager starts life as this fairly unassuming Step 3 You can see what system resources each app is 
little window. If you have an app that is using in each column. Here Excel is using around 
unresponsive, select it and click End Task. Beware that if you do this TAMB of memory, for example. Memory use is almost at its maximum, 
to an app with unsaved work in it, you will lose your work. Clicking as you can see at the top of the column. Maxed out resources are no 
the More Details button will expand the Task Manager window. bad thing - after all your PC is there to be used - but when apps 
crash, they are usually using resources and not relinquishing them. 





E] Calendar 

QE) Microsoft Word (32 bit) 
EJ People 
ES Photos 


© Skype (32 bit) 





cy | 
D 
UR 
"xl 
os 
al 
Ut 
o 
an 
D 1 
Ls 
os 
015 
OT) 
m 
Ux 
JE 
üt 
os) 
0t 








This window is a little more complex, but the ‘Apps’ If an app crashes, then you need to select it and 
part of the window is essentially what we were click End Task as before. You should always try 
looking at in Step 1. Now the apps have been joined by background and give it time to recover (especially if you will lose work). Now 
processes. Your PC will most likely be running tens of these unless its ^ we've clicked the Performance tab at the top of the window and 
box-fresh. Here we've got 41. These are things such as Cortana, we can see the usage of important elements of our PC. 

which runs in the background, and our trackpad software. 
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Here's our disk usage - as you can see it's pretty 
active! You will also have this if you have several 

big apps open (we've got Edge, Spotify, Word and Excel open in 

this example). In the previous step you could see our processor 


usage, and as you may have noticed, we've only been using 
around 40 per cent of its capability during the last minute. 
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Wi-Fi usage (you can also see wired network 
usage if you use that to connect) is more 
sporadic as the network connection tends to be used 
intermittently - unless you're copying files or similar. Here we're 
streaming music, which appears to download in chunks. Notice 
there's no data being received or sent right at this moment. 
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The Start-up tab is one of the most important in 
Task Manager. While you can configure an app 

such as Skype to start-up when Windows does and disable the 

same within the app, some applications are sneaky and enable 


themselves to start when Windows does. Here you can select the 
app and either enable or stop this from happening. 
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Monitor Tasks with the Task Manager 


Although it’s of limited general use, the Users tab 

details what apps and processes are running on 
a per-user basis. This might be useful if your PC is running slowly 
and you want to see what resources someone else who Is logged 
into the PC is hogging. They might have something wasteful 
running in the background, for example. 
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Step 9 The Details tab is really for pro users only and 
has full information on each running process and 
which user is responsible for it. You can also see how much 
resource the process is taking up as well as what is called a 
Process ID, or PID, that identifies the process on your machine. 
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Services are programs that run in the 
background. The chances are your PC is running 

lots of them. For example Windows Defender, the built-in security 

software, runs in the background as a service. As well as viewing 


the active services in Task Manager, you can click the Open 
Services link to manage services on your PC. 
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Defragment Your 
Hard Drive 


The act of Defragging your drive goes back to the early days of computing, where data 
was written to the drive in various sectors across the disk platters. This data could be 
spread all over, taking time to read, so a Defrag packs it all neatly into readable areas. 


J 





Defrag 


Most of us have a modern PC with a relatively modern operating system installed on it, regardless of 
whether that’s Windows 11, macOS or the latest distribution of Linux. These systems have been updated and 
tweaked in accordance with the advanced hardware technology that’s now available, and will more than 
likely see you through a good year or so without you ever having to even look at a defrag tool. 
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The for camp declare it the best thing you can do with a PC, and 
therefore it must be done every week. The against camp laugh 
heartily at the amount of time wasted, watching little blocks 
being moved around the screen while your hard drive has the 
computing equivalent of an extreme workout. 


28.9 GB Total Size: 40,9 GB Backup Mow... | 


Although there are studies that show defragging every so often 
can help older operating systems and hardware, there’s nothing 
concrete that suggests a weekly defrag will help out a modern 
operating system and hardware. In fact, if you’ve gota 
TEn — wae, eee emma solid-state drive (SSD) installed you shouldn’t be defragging 
\——__¥ ——i —— — at all, especially if the SSD is one of the first or second 
m generation models. But, and here's where things get a 
little grey, there are also many experts who think that 
defragging a modern SSD won't do too much 
harm, and won't necessarily impede the overall 
lifetime of the device - since SSDs have a 
significantly lower read/write lifespan 
compared to a more traditional, 
mechanical hard drive. 
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In truth, a monthly check of the state of fragmentation of your 
drives is considered a good idea. If Windows 11 recommends that 
you perform a defrag, then go ahead and do one. Otherwise, stick 
to the old adage: if it ain't broke... 


So, What is Defragging? 





As explained in the main intro of this page, over time the 
operating system will write numerous files to your hard drive. 
Those files can be the data you’re working with, your personal 
data, work and such, and it can be temporary files that the OS 
works on in the background. For example, when you browse the 
Internet, temporary files are created for every page you visit, 
sometimes many per page depending on what’s going on with 
the page in question. Most of these files are deleted once the 
browser has been closed down, some aren’t. This creates areas of 
a drive that files now exist on, and areas where files did exist, 
which causes fragmentation. 


Each of these blocks of saved, deleted and moved data soon 
create fragmented sectors across the physical disk platter (we’re 
talking about hard drives here, not SSDs). As the drive heads 
move along the platters to retrieve and write data - much like the 
needle on a vinyl record player - it has to travel more and from 
one end to the other to fetch the data, due to the inconsistencies 
created by the frequent writes and deletes. 


Defragging will move all that readable data to areas at the front 
of the drive platter, so the drive heads don't have as far to travel 
to read the data. This speeds up the reading of data, and helps 
get rid of any unwanted leftovers from the number of times a disk 
is accessed. 


Granted it does go into further depth, but we're not going to delve 


too deep here. If you want to understand more, then we'd 
recommend you look up defragmentation online. 


Do SSDs need Defragging? 





Ask most folks in the know, and they'd say no, an SSD does not 
need to be defragged. This is understandable, as there are no 
physical platters or drive heads. The data written to an SSD via a 
modern operating system is often put into a temporary position 
first, then committed to an area of the drive. If you defrag an SSD, 
then you're moving temporary files around before they're 
committed, then moving them once they are, so you're doubling 
the workload of the SSD. And, as we've already mentioned, an SSD 
has a much lower read/write lifetime than a mechanical drive. 








Defragment Your Hard Drive 





Plus, mechanical drives have average read/access times of around 
15ms, whereas an SSD has access times measuring in the 0.1ms 
mark. So a defrag won't make any difference in access times. 


However, even ones and zeros written to solid state memory can 
get slightly fragmented over time. In which case, it's often best to 
check the state of the drive. 
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To do this, right-click the drive in File Manager, select Properties 
from the menu. Click the tools tab, and click the Optimise button 
in the Optimise and Defragment Drive section. 


This option will check the drive for file 


| Check | 


CEEE system errors. 


Optimise and defragment drive 


Ri 


Optimising your computer's drives can help it to run 
more efficiently. 


Optimise 


In the Optimise Drives window, click Analyse, to check the state 
of the drive. If Windows 11 recommends a defrag, click the 
Optimise button. 


i. Optimise Drives - 


You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need 
to be optimised. Only drives on or connected to your computer are shown. 


5tatus 


Last analysed oro... Current status 


14/10/2021 09:06 OK (4 days since last retrim) 


Media type 


Solid state drive 


. | Advanced View 


Sj Analyse S Optimise 


Scheduled optimisation 


On Vj Change settings 


Drives are being analysed on a scheduled cadence and optimised as needed 


Conclusion 


In short, checking on the health of your drive(s) is something you 
should factor into your monthly computer checks - updates, AV 
updates, drivers etc. However, you may never need to use a 
defrag during the lifespan of your Windows 11 PC. 











^ 3 Update Your 
^ —/ | Device Drivers 





Keeping your device drivers up to date ensures that your Windows 11 computer is 
running at its maximum efficiency. Using the latest drivers for your peripherals and 
internal devices improves performance and keeps Windows 11 secure. 


Updating Drivers 


There are different ways to keep your device drivers up to date. One of the easiest is via the Windows 11 


Step 3 


Updater. Here's how it works. 


Updating your device drivers through the Windows 
Update service is a perfect solution for those who 
don't want to trawl the manufacturer support web pages or forums 
for the latest drivers. To start click on the Windows button in the 
taskbar. Go to the Windows Update Section, and look for the 
Advanced Options entry. 





Step 1 





€- Settings 


David Hayward 
davidhayward119@googlemail.com 


Find a setting 


Windows Update 


"a You're up to date 
KRO Last checked: Today, 10:15 


More options 


System 


Bluetooth & devices 


. OI Pause updates 
Network & internet 


— Personalisation 
Update history 
Apps 


Accounts Advanced options 


Delivery optimisation, optional updates, active 


Time & language 
Within the Advanced Options window, click on 

—7 the Optional Updates entry. In here are where 
all the official Microsoft supported updates for your device 
drivers will be, among other specific updates for non-Microsoft 
related apps. You may need to click the Driver Updates entry to 
expand and view what's available. 





Windows Update > Advanced options > Optional updates 


Driver updates (3) 


If you have a specific problem, one of these drivers might help. Otherwise, automatic updates will keep your drivers up to date. 
E HP - Printer - 12/5/2017 12:00:00 AM - 24.94.1.7079 
(Bl AOC International (Europe) GmbH - Monitor - 8/26/2015 12:00:00 AM 


(gj Realtek - LAN, Other hardware - Realtek USB GBE Family Controller 


Select the updates you want to install 


là Get help 











Each individual update, be it a device driver or 
some update to a third-party, supported product, 
will have a tick box to the left of its title. Click each device and 
update you want to have installed, then click on the Download & 
Install button located in the bottom-right of the current update 
window, to begin the update process. 





= Windows Update > Advanced options > Optional updates 


Driver updates (3) 
If you have a specific problem, one of these drivers might help. Otherwise, automatic updates will keep your drivers up to date. 


HP - Printer - 12/5/2017 12:00:00 AM - 24.94.1.7079 
AOC International (Europe) GmbH - Monitor - 8/26/2015 12:00:00 AM - 1.0.0.0 


e Realtek - LAN, Other hardware - Realtek USB GBE Family Controller 


Install selected updates (3) Download & install 


ÍQ Get help 
Step 4 Windows 11 will now download the install the 
selected updates. Depending on the size of the 
update and the speed of your Internet connection, it may take some 
time to download. Once the selected entries are downloaded, they'll 
automatically be installed and updated. You may need to restart 
your computer; Windows 11 will inform you if necessary. 
[N Updates available 
KJS Last checked: Today, 10:15 


HP - Printer - 12/5/2017 12:00:00 AM - 24.94.1.7079 Installing - 0% 


More options 


(] (] Pause updates Pause for 1week ~ 


CL) Update history 


Finding Other Drivers 


Update Your Device Drivers 





Good as it may be, the Windows 11 Update service doesn't pick up all the latest drivers. A graphics card 
driver may offer better performance in a new game, so you'll need to look elsewhere. 


Many device manufacturers develop their own 
driver update software. The major graphics 

card manufacturers do (Nvidia and AMD), as well as the processor 
manufactures, Intel and AMD. For example, Intel uses the Intel Driver 
and Support Assistant. Simply click the icon in the taskbar, choose 
Check for Drivers, and you can download the latest available. 





Support 


duni Driver & sorts Assistant 
yo 


products ard got rer and software updates fo sta 
LJ Default string 


Step 2 ~ You may need to dig a little deeper to locate 
updated drivers for your devices. Printers are 
often covered by the Windows 11 Update service, but they can take 
time to filter through the service before reaching your desktop. 
To check on the latest drivers, go to your printer manufacturer's 
support page, look for drivers and find the product you have. 








Already howe an HP account? Select from the peodacrs yeu oem on in f Regata 


Welcome to Software & Drivers, let's identify your product to get started 


Laptop Desktop 


Step 3 Graphics card are devices that frequently having 
. driver updates. This is mainly due new games 
being release released, and tweaked for certain cards, be that an NVIDIA 
or AMD card. There are also security fixes, and quality updates that 
can be applied, as well as some performance updates over time. 
Windows 11 is still quite young, so expect better drivers over time. 
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There are times when you may need to force 

Windows 11 to look for an updated driver beyond 
the one that it’s installed by default. When you connect a device, 
Windows 11 will automatically interrogate the device, and install 
the driver that fits the device signature. However, these aren’t 
always the best drivers. Right-click the Windows Start button, and 
select Device Manager. 


Power Options 


Event Viewer 
Device Manager 
Network Connections 


Disk Management 





Computer Management 


Step 5 From within Device Manager, find the newly 
installed device from the available list of 


categories. Click the arrow to the left of it to expand its details - in 
case there are more than one device available in the category. 
Right-click the device, and select Update Driver. This will open a 
new Update Driver window. 
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ll] Portable Devices 
= Print queues 
= Printers 
g Processors 
ll SD host adapters 
B? Security devices 


V Software components 
Step 6 The Update Driver window enables you to search 
i = for the device driver. There are two options: you 
can have Windows 11 automatically search your computer for 
updated drivers, or you can specify a location for Windows 11 to 
look for any drivers (such as any you’ve downloaded). Click the 
option that applies best for you. 
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Uninstall device 
Scan for hardware changes 


Properties 
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Using the 
Power Menu 





Windows 11 boasts a secret power menu, that gives you access to several useful system 
and maintenance tools and features. We show you how you can use it to your advantage 
to quickly access networking settings and extra features that power users need. 


Power Up 


The secret Power Menu enables the more advanced Windows 11 users among you to quickly access key 
settings that you probably commonly use, but are buried deeper within the system. 


Start it Up Open the Power Menu using the Start button, 
but instead of just left-clicking it to open the 


Start menu, right-click the button. Note that you can also shut 
down or sign out here, too. This menu was originally created for 
users who felt the old Windows 8 Start screen didn't give them 
access to what they needed. 


Apps and Features 
Mobility Centre 

Power Options 

Event Viewer 

Device Manager 
Network Connections 
Disk Management 
Computer Management 
Windows Terminal 
Windows Terminal (Admin) 
Task Manager 

Settings 

File Explorer 

Search 

Run 

Shut down or sign out 


Desktop 


= "PuuEuOz58€e | 
There are numerous shortcut access options 


Command reare. 
— . available in the Power Menu. For example, you 


can access the new Windows 11 Terminal, both as standard access or 
as an elevated, Administrator access. You can also Run commands 
directly from the Power Menu, Search for files or folders, and more; 
plus view your Windows 11 Events and logs. 


DL EF Windows PowerShell 


Windows PowerShell 
Copyright (C) Microsoft Corporation. ALL rights reserved. 


Install the Latest PowerShell for new features and improvements! https: //aka.ms/PSWindows 


PS C:\Users\david> 











The topmost available option 
within the Power Menu, Apps & 
Features, takes you directly to the Apps section within the Windows 
11 Settings. From here, you can modify, uninstall and get to advanced 
options for all the apps you currently have installed on your system. It 
may only save a couple of clicks, but every shortcut saves time. 


Uninstall Desktop Apps 
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| 
Apps » Apps & features 
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You can access the Power Menu by pressing the 
Windows key + X on your keyboard. As well as 
opening the Power Menu, it enables you to use hot keys to quickly 
launch any of the options within the menu. You can only use the 
hot keys if you use the Windows shortcut key to open the Power 
Menu - unless Microsoft change that option in a future update. 
Option 


HotKeys Description 


Programs (Apps) & Features F Opens Windows Programs & Features 
Mobility Center B Launch Windows Mobility Center 
Power Option O Opens Windows Power Options 
Fvent Viewer Opens Windows Events viewer 
System Opens Windows Systems Properties 
Opens Network Connection pane 


Network Connections 


Opens Disk Management on Windows 


Disk Management 


Computer Management Opens Computer Management settings 


Opens Windows Command Prompt 


Command Prompt 


Opens the Command Prompt as Admi 





Using 





Power Menu - Storage Sense 





Storage Sense 


Carrying over from Windows 10, Windows 11’s Storage Sense helps keep your computer 
in tip-top shape by deleting unwanted content as your hard drive begins to run out of 


space - which it inevitably will do. 


Sense and Sensibility 


Storage Sense looks different in Windows 11 compared to Windows 10, so if you're used to using it, check 


this page out first to see how it works. 
To get to the Storage Sense options, click on the 


Step 1 o — “ae 
Windows Start button, and go to Settings > 


Storage > Storage Sense. Alternatively, you can get there via the 
Power Menu (right-click the Windows button, or press the Windows 
key + X) and choose Settings, then Storage. 


€- Settings 


David Hayward 
davidhaywardl19G googlemail.com 


Find a setting p 


System > Storage 


Local Disk (C:) - 222 GB 
n] 


| H6 System 
Apps & features 
Bluetooth & devices a 


Network & internet 
Temporary files 


Personalisation 


i Apps Show more categories 
Accounts 
Storage management 


T Time & language 
B Storage Sense 


95 Gaming 
Accessibility 





S Cleanup recommendations _ 
DORKING Tor items to clean 





Click the Storage Sense option within the Storage 

section, if you haven't already done so. Don't worry 
about turning on just yet, though. In Storage Sense you have a 
number of options available. The first is enabled by default: ‘Cleanup 
of temporary files, which will remove unnecessary temp files from 
your system as you update Windows 11. 





€- Settings 
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Find a setting p 


System > Storage > Storage Sense 
Cleanup of temporary files 


@ Keep Windows running smoothly by automatically cleaning up temporal 


system ^ 
Automatic User content cleanup 


(€ ) of 


Storage Sense runs when disk space is low. We clean up enough space 
to help your system run its best. We cleaned up 0 bytes of space in the 
past month. 


Bluetooth & devices 
Network & internet 
Personalisation 


Apps 


Configure cleanup schedules 


Accounts Run Storage Sense 


A Time & language During low free disk space (default) 


$ Gaming 
Delete files in my recycle bin if they have been there for over: 





Automatically free up space, delete temporary files, and manage locally availap 








Step 3 Click the sliding button to enable Automatic 
User Content Cleanup. Here you can opt to 


configure cleanup schedules, such as removing files every day, 
week or month; or just when Windows 11 reports that your hard 
drive is running low on space. 


€- Settings 


David Hayward 
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Find a setting p 


System > Storage > Storage Sense 
Cleanup of temporary files 


Keep Windows running smoothly by automatically cleaning up temporal 


| HMM System : 
Automatic User content cleanup 


GD o 
Storage Sense runs when disk space is low. We clean up enough space 
to help your system run its best. We cleaned up 0 bytes of space in the 
past month. 


Bluetooth & devices 
Network & internet 
Personalisation 


Apps ! 
Configure cleanup schedules 


AEQUUS Run 5torage Sense 


Time & language During low free disk space (default) 


Gaming 
Delete files in my recycle bin if they have been there for over: 


* 6$ . ee BF - ¢ oO 


30 days (default) 





Accessibility 
Step 4 You can choose when to delete files in your 
Recycle bin. The default is 30 days, but you can 


opt for 1, 14 or 60 days. Files in your Downloads folder can be 
auto-deleted if they haven’t been opened for more than 1 day, 
through to 60 days. However, ensure you backup your files, if 
Storage Sense deletes them from the Downloads folder. 


Delete files in my recycle bin if they have been there for over: 


30 days (default) v 


Delete files in my Downloads folder if they haven't been opened for 
more than: 


| Never (default) 
1 day 
14 days 
30 days 


60 days 











Improving the 
Windows 11 Firewall 


The built-in Windows 11 firewall is a surprisingly good security application. While it may 
not be as efficient as something offered by one of the third-party security suites, it's 
certainly more than adequate for the average user. 





Getting to Know Your Firewall 


Generally, there's little need to ever configure the Windows 11 firewall. However, getting to know how it works 
and improving it, is part of being more security conscious. Here's some tips on how to better manage it. 


Step 1 You can open the main Windows 11 firewall console Step 3 Under the status of the networks are some links 
window by clicking on the Windows Start button that will help you configure and improve the 


and entering ‘firewall’ into the search box. Click the returned link, firewall, as well as turning it on or off (which isn't recommended 
Firewall & Network Protection, to launch it. under any circumstance other than the installation of an 
improved third-party firewall). To begin with, start by clicking on 
the Advanced Settings link. 














p firewall & network protection 
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g Virus & threat protection fie Domai m network 
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& Account protection Do you have a question? 


| uam Firewall & network protection i Dn 
w Systam settings x y 


d Windows Defender Firewall Firewall & network protection 
"^ Control panel System settings 


| hU Firewall & network protection Get help 


*& Private network (active 

O App & browser control ) 
Firewall is on Who's protecting me? 

Cl Device secunty Manage providers 


@ Device performance & health & Public network 
Ap ps Help improve Windows Security 


Gre us Feedback 


SS Family options Firewall is on 


à Windows Defender Firewall with WV) Protection history 


Advanced Security 


Aliw an app through the firewall : 
" Change your privacy settings 
Network and internet troubleshooter . ] , 
View and change privacy settings 
Firewall notification settings for your Windows 11 device. 


Settings 


Privacy settings 


M) Check firewall status 


Piracy dashboard 

Prrzacy Statement 

ür Allow an app through Windows 
Firewall 


S Windows Security 


Step 2 The Windows 11 firewall console window should Step 4 The Advanced Settings link launches a new console 
~ beOn by default, unless you've installed a window. This new console defines the inbound and 


third-party security suite which contains its own firewall. There are outbound rules for the entire system and its installed programs and 
two kinds of network listed: Private and Public (and Domain if you applications. You can set authentication rules between computers, 
have Windows 11 Pro version). Private is for home or work, whereas view and create new firewall rules, view the current firewall policies, 
Public is for cafés and the like. and even monitor what's being blocked in real-time. 








Inbound connections that do not match a rule are blocked. 
[v] Outbound connections that do not match a rule are allowed. 
E «i Firewall & network protection [B] Windows Firewall Properties 
Who and what can access your networks Windows Community videos 
i) Home Learn more about Firewall & network | Getting Started 


grotecbon 


Q Virus & threat protection Bb Domain network Authenticate communications between computers 


Do you have a question? Create connection security rules to specify how and when connections between computers are authenticated and 
E protected by using Intemet Protocol security (IPsec). 


| & Account protection Firewall is on 


| 
| i Firewall & network protection Get hela 
t Private network (active) 





App & browser control 

| Ed Device security 

| €? Device performance & health 
| & family options 


C Protection history 


Firewall is on 


CÓ Public network 


Fanewalll i5 cui 


Anw an app through the firewall 
Network and Internet trowbheshooter 
Firewall notification settings 
^yanced settinqs 


Restore firewal to default 


Whe's protecting me? 
Manage SUCRE TT 


Help improve Windows Security 


Lowe us heedback 


Change your privacy settings 
View and change privacy settings 
for your Windows 11 device. 
Privacy settings 

Privacy dashboard 


Privacy Statement 


e Connection Security Rules 


View and create firewall rules 


Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only if 
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connections are 
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that 
blocks them. 


e Inbound Rules 
EJ Outbound Rules 


View current firewall and IPsec policy and activity 


View information about currently applied firewall and connection security rules and security associations for active 
network connections. 


e Monitoring 








Click on Inbound Rules to the right-hand side of 

the main console window. This will list the current 
rules that allow traffic onto your computer and to the applications 
that require it. For example, in this screenshot there's rules for 


various games that allow multiplayer interaction and the ability to 
‘talk’ to the game server, as well as install updates. 


Career Rules 


Name i i Enabled 1 ide Program 
€) 9-Bit Armies | D-\games\Steam\stean 
| @ 8 Bit Armies Lk\igames\Steam\stean 
È Allow mUNS tor Samba 
il @ Assassins Creed Syndicate di games Ubisoft Gam 
| || @Borderiands e ^l D:\\gamec\borderiands! 
©) Borderlands i De \qamer\borderiands' 
53) Borderlands D:\qamer\borderiands) | 
| || C) Borderlands [e\qames\borderlands) —— 
@ Borderlands exe i | D^.gamec Borderlands’ 
Qj Borderlands exe D-\games\\Borderlands! 
| @ Conan Falle. | li i Detam learns alean 
| a Cran Filer ] dt tī Megare Sbearmslean 
€) Conan File: | i D games ibenmstenn 
| || @ Conan Diles D games Steam'stean 
© Counter-Strike: Global Offensive DA games Steam \stean 
€) Counter Strike: Global Offensive ; [E gamessteam^stean 
© UC Unrverse Online Windows Client ^ ! DAgameside unrverse i 
© UC Unreerse Online Windows Client | DF gamesde unnecrse i 
D:.gamesdforcedf.ex 
D: qamezdforcedf.ex 
Ce qannve:\ Steam \ttean 
[games Steam ctean 
D^ games Steam ctean 
| D games XStearmslean 
C Firef (CAProgram Files (Aisia Fi... reale lt 1 CAPragram Files (A6 
| C) Fuels (CAP nigram Files KAG Mleszilla Fir... imveale Em j CA Program Files (385. 
| ©) Grand Theft Auto V | n DE games beam stenn 
€) Grand Theft Auto V D.games steam'stearr 
© Grand Theft Auto V 
€) Grand Ihet Auto V 


These rules are automatically entered into the 
firewall when you install the program, game or 

app. When you install a program you're required to accept and 

authenticate the process, clicking on Yes to start the installation. 


This level of administrative access also allows entry of the program 
into the firewall. Pick one of the entries and double-click it. 


DA games '5team'stean 
D^gamesuteomsteam — | 





Private D:\games\borderlands’ View 
Public D:\games\borderlands’ 
Public D:\\games\borderlands' 
Public D:\games\Borderlands' ap Export List... 
» | D:\games\Borderlands' Li Help 
| D:\games\Steam\stean 
Protocols and Ports Scope | Advanced | Local Principals | Remote Users | | D:\games\Steam\stean | | Conam Exiles 
General Programs and Services Remote Computers D:\games\Steam\stean + Disable Rule 


ia Refresh 


Conan Exiles Properties 


D:\games\Steam\stean Á Cut 


General D:\games\Stearm\stean Ec 
at Name: D:\games\Steam\stean = ey 


D:\games\dc universe< || JC Delete 


Description: D:\games\dc universe t Properties 


v D:\games\dforce\df.ex: 

[7] Enabled D:\games\Steam\stean 

D:\games\Steam\stean 

Action D:\\games\Steam\stean 

^ @) Allow the connection D:\games\Steam\stean 

Mozilla Fir. * O) Allow the connection # it is secure C:\Program Files (x86)\ 
Mozilla Fir.. C:\Program Files (x86)\ 
D:\games\Steam\stean 
D:\games\steam\stearr 


The properties of each firewall entry allow a 

greater degree of control for that particular 
program. You can change the name of the entry, allow or block 
the connection, define the physical location of the program on 
your computer, allow access to the program from remote 


computers, set the protocol and port number it'll use, and even 
which network controller to use. 


Customize 


General Programs and Services Remote Computers 
Protocols and Ports Scope Advanced LocalPrincipale Remote Users 


Protocols and ports 


Protocol type: TCP 


Protocol number: 


Local port: 


Example: 80, 443, 5000-5070 


Remote port: All Ports v 








Improving the Windows 11 Firewall 


Step 8 Sometimes, uninstalling a program doesn't 
automatically remove it from the Windows 
firewall. The exact reasons why are varied, but to help improve 
the efficiency of the Windows firewall, whenever you remove a 
program from your system, it's worth checking the firewall to see 
if its entry has been deleted. To delete an entry, right-click then 
select Delete from the menu. 


























il) O Assassins Creed Syndicate ~~ di\games\ Ubisoft Gt 











© Borderlands Private — Yes Allow No D'gamesborderlan 
© Borderlands Private Yes Allow No D:\games\borderlan) 
©) Borderlands Public Yes Block No D:\games\borderlar)| 
CJ Borderlands Public Yes Block No D:\games\borderlan, 
©) Borderlands.exe Public Yes Allow No D:\games\Borderla ! 
© Borderlands.exe Public Yes Allow No D:\games\Borderlar) 
i» ] Conan į : All Yes Allow No D:\\garnes\ Stearn \st 3 

Disable Rule = | 
©) Conant All Yes Allow No DAgames\ Steamist 
@ Conant All Yes Allow No D:\games\Steam\stz 
O Conant All Yes Allow No D:\games\Steam\st? 
© Counte NR | All Yes Allow No D:\games\Steam\st® 
© Counte: — = All Yes Allow No D:\games\Steam\stE 
© DC Unn Private ‘Yes Allow No DAgames dc univer: 
@ DC Uni Help Private — Yes Allow No D:\games\dc univer 
(9 df Private Yes Allow No D:\games\dforce\d 
€ ar Private Yes Allow Mo D:\games\dforce\c | 
@ DOOM All Yes Allow No D:\games\Steam\st? 
© DOOM All Yes Allow No D:\games\Steam\st# 
©) EVERSPACE" All Yes Allow No D:\games\ Steam, 
@ EVERSPACE™ All Yes Allow No D:\games\Steam\st: 
@ Firefox (C:\Program Files (x86)\Mozilla Fir... Private Yes Allow No C:\Program Files (x£ i 
O Firefox (C:\Program Files (x86) Mozilla Fir... Private Yes Allow No C:\Program Files (xf : 
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You may not want to delete a rule as it could be 
used later, or if you re-install the program and it 

fails to re-create the firewall entry. The recommended process 

then is to block the rule from communicating with the outside 


world. To do this, double-click the rule, and from the General tab 
click the Block the connection button. 


[| Enabled 
Action 
554 () Allow the connection 
* C) Allow the connection if it is secure 


Customize... 


Block the connection 


Step 10 Similarly, the Outbound Rules link will detail the 
various programs that are allowed to 


communicate from your computer to an external destination. It’s 
good practise to familiarise yourself with the rules of the firewall, 
as a rogue program will need to set a rule to communicate. You 
can then block that rule and stop the threat from reporting out. 
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|. Secure Your 
— Home Networ 


We've mentioned previously that an attack doesn't always come from the other side of 
the globe but can indeed be a little too close to home at times. Home network hacking is 
possible with the simplest of tools; easily found on the Internet. 








Network Protection 


Without being too paranoid, it's remarkably easy to get into a neighbour's home network. If you live in a block 
of flats or you use powerline adapters, you may need to consider these ten steps for better network protection. 


Step 1 The most common entry point to gain access to Step 3 It can be a pain but try disabling DHCP on your 
your network is via the router. The router from your router and opting for static IP addresses. Every 


ISP may well be offering the latest forms of encryption but it doesn't device that connects to a DHCP router will receive an IP address. By 
take a genius to trawl the less reputable sections of the Internet to eliminating that you get to specify the address range available. It's 
obtain a list of passwords. Therefore, change the default username not fool proof but it's worth considering. 

and password needed to access it. 





My devices IPv4 configuration | Address table 
| Reset to default 


Hub gateway IP address 


(D IP address: 192.168.1.254 


/ t\ Please enter the admin password © Subnet mask: | 255.255.255.0 


DHCP server 


@) Enabled: 


(2 Authoritative DHCP: 
If you've forgotten your admin password or 


can't login press the 'Help' button below (2) Server address range: | Custom 


@ Start address: | 192.168.1.2 


@) End address: | 192.168.1.253 


(2) Lease time: | [ 1 | Day(s] | 0 | Hour(s) Valid leases are between 1 hour and 21 days 








Most routers these days come with a form of According to Trustwave’s 2013 Global Security 

authentication called MAC (Media Access Code) Report, many home network hacks are conducted 
address filtering. Every networkable device, computers, tablets, when the household is away or asleep. This leaves the hacker with 
games consoles, come with a unique MAC address. The filtering ample opportunity to steal bandwidth and view files you may have 
allows you to enter the MAC addresses of your devices, so only on a NAS drive. The short, simple solution is to power off the router 
they can be used on your router. Consult your router at night or if you go out for the day. 


documentation for more details if required. 


Wireless | Access Application 


CNN Restrictions & Gaming 
| Wireless MAC Filter 














Wireless MAC Filter 
Wireless MAC Filter : (©) Enable ‘ Disable 


Prevent : — Prevent PCs listed from accessing the wireless 


Permit only : © Permit only PCs listed to access the wireless network 


|] ui.linksys.com/files/WRT54GL/4.30.0/WirelessMAC-List.htm 


MAC Address Filter List 


Enter MAC Address in this format : xxxxxxxxxxxx 





Wireless Client MAC List | 





Powerline adapters are an excellent resource for 
connecting wired network devices, without trailing 
lengths of cable around the home. However, depending on the 
adapter, it is possible to use another adapter to gain access to yours. 
In newer homes it's an easy enough task to pick up another user's 
network, so use the Encryption button if the adapter has one. 
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Networking a home with Ethernet cables isn’t a 

difficult project and it offers faster connection 
speeds than that of wireless. However, if you’re living in shared 
accommodation or a block of flats, make sure that any unseen 
cable lengths can’t be accessed by a neighbour. It’s easy enough to 
splice into an Ethernet cable and steal bandwidth. 





Step 7 Consider using a network mapping program, such 
as Open-AudlT, to gain a better understanding of 


what devices are attached to your network. Become familiar with 
the addresses, manufacturer, model IDs and so on of every 
connected object. That way, should anything new appear, you'll 
know it's not something you allowed. 


HOME QUERIES ADMIN HELP 


List Devices 


system-1 Workstation 172.16.0.1 Ew Microsoft(R) Windows(R) XP Professional 172.16.0.0, All, Windows, XP 


system-10 172.16.0.10 © Debian Sarge 172.16.0.0, All, Debian, Linux 


c system-14 All, Linux, Virtual 
Status production 
Manufacturer VMware, Inc. 
Model VMware Virtual Platform 
Serial 1234511 
Form Factor Other 


| system-2 | 172.16.0.0, All, Win7, Windows 


| g vmware 


| system-3 | 172.156.0.0, All, Linux, Ubuntu 


| system-4 | 10.255.0.0, All, Printers 


g,255,0.5 


system-5 Printer HP Laserjet 4100tn 10.255.0.0, All, Printers 


system-6 Microsoft(R) Windows(R) XP Professional 192.168.0.0, All, Windows, XP 


Workstation 


192.188.0.6 





system-7 10.255.0,7 Microsoft Windows 2000 Server 


| system-8 Router 192.168.0.8 Cisco 1841 Router (IOS v10.1) 192.168.0.0, All, Routers 


system-9 Router 192.168.0.9 shea Cisco 1841 Router (IOS v10.1) 192.168.0.0, All, Routers 


Secure Your Home Network 





Step 8 Sharing resources and files from one computer 
to another is perfectly fine but consider sharing 
less if you live in close proximity to others. Once a hacker has 
gained access to your network, getting to any shared folders you 
have will be a doddle. In extreme cases don’t share anything, 
but generally tighten password control. 


View 

Sort by 

Group by 

Refresh 

Customise this folder... 
Paste 

Paste shortcut 

Undo Rename 

New 


` e Create or join a homegroup 


Properties a Specific people... 




















10.255.0.0, All, Win 2000, Win Svr 


Step 9 Remote administration on both the router and 
computer certainly can help you out when you're 


not at the keyboard. Perhaps you connect to your home network 
from work? Whatever the reasons, it does leave a potential gap in 
your home network security. Consider closing it completely or 
double-checking the authentication is top notch. 


[e] Allow this computer to be controlled remotely 


Invitations 


Set the maximum amount of time invitations can remain open 


E Create invitations that can anly be used from computers running 
Windows Vista or later 





If you run a small office make sure that all your 

wall ports are located in areas where they are 
secure. Behind desks and generally away from where the public or 
any visitors may be able sneakily plug a laptop in. 

















Limiting Data Usage 
when Tethering 


Tethering means connecting your phone to the mobile data network and then connecting 
a second device via Wi-Fi to the phone to make use of that connection. Windows 11 can be 
data-heavy; a problem if your phone has limited mobile data allowance. 





Set Your Tethered Connection to Metered 


WIndows 11 can be quite data-heavy, as mentioned, especially if an update happens to become available when 
tethered. Luckily, you can tell Windows to automatically limit data use. 


Step 1 Cellular data connections are set as metered by Step 2 To set a Wi-Fi network connection as metered, 
default. Wi-Fi and Ethernet network connections can click Start > Settings > Network & Internet > 
be set to metered but aren't by default. Some apps might work differently Wi-Fi > Manage known networks. Select the Wi-Fi network > Properties > 


on a metered connection to help reduce your data usage. Some updates turn on Set as metered connection. Unfortunately, many Windows apps 
for Windows won't be installed automatically either. completely ignore the metered connection setting. 





. Network profile type 
Network & internet 


O Public (Recommended) 


Your device is not discoverable on the network. Use this in most cases—when connected to a network at home 
M Elamas Properties Q Private 
z ; © Connected Privata network Your device is discoverable on the network. Select this if you need file sharing or use apps that communicate q 
[| people and devices on the network. 


Configure firewall and security settings 
WiFi 


Connect, manage known networks, metered network 
Authentication settings 


Fthernet 
Authentication, IP and DNS settings, metered network Metered connection 


Some apps might work differently to reduce data usage when you're connected to this network 


VPN 


Set a data limit to help control data usage on this network 
Add, connect, manage 


Mobile hotspot IP assignment: 
Share your internet connection 


Automatic (DHCP) 


DNS server assignment: Automatic (DHCP) 
JA, Flight mode E E 





Check Network Usage Details 


You can also view a log of how much data applications on 
your PC have used in the last 30 days. This can help you 
identify applications that might be using data in the 
background. To check this, head to Settings > Network & 


Internet > Data usage and click the graph to see more details. 


Network & internet > Advanced network settings > Data usage 


130.35 GB sie data limit 


dows can help you track data usage to stay under your limit—we'll warn you when you're close, but it won't change your 


From the last 30 days data plan 


Usage statistics 


lightway 
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^. firefox 
= 


Windowsl0UpgraderApp 
— 


Manage Browsing Data 


You should now have reduced background data use, including 
updates and cloud syncing, so data use will be in the apps you 
use; for example, Google Chrome. You can install a handy 
extension for Chrome which limits data. Go to www.chrome. 
google.com/webstore/ and search for Data Saver. 


G By Googie 
H Comparibie with your device 
servers to optimize pages you visit. 


Rech data usage by uiing Google servers Li 
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Pause or Disable OneDrive 





Limiting Data Usage when Tethering 


If you use OneDrive to backup images etc., pausing it while you are tethering can help to reduce data use. If you 


never use OneDrive, you can even completely disable it. 


When you close your laptop lid, the default 

setting will be for Windows 11 to go into low 
power sleep mode. This is obviously no good if you are using 
your laptop with an external monitor, as it will make the laptop 
unusable. To solve this problem, click on the Battery icon » power 
and sleep settings in the taskbar. 





Pause syncing 


WakeonRaise.png 


Available in How to im 
1 second ago 


My premium features 


Get help 


WorkoutPowerSave 


Available in How to im 
1 second ago 


Send feedback 


Close OneDrive 


m da 





OneDrive in Windows 11 can be disabled through 

: your computer's Local Group Policy Editor. This 
doesn't remove OneDrive from your PC but it stops it from syncing 
with the cloud or connecting with other apps, and removes it from 
the navigation pane in File Explorer. 











sf OneDrive 
(+) New ~ 


eb > OneDrive > 


Name Status Date modified 


> WW Quick access 
= BDM Publications writings 14/10/2021 09:48 


v @® OneDrive 


72 Crash Covers 05/10/2021 17:10 


» ©) BDM Publications \ 


ill Desktop 14/10/2021 09:47 


> 7) Crash Covers 


E Documents 14/10/2021 10:08 


The Task Manager is a great tool for checking to see which 
apps or services are using a lot of data at any time. To open 
the Task Manager, press Ctrl+Shift+Esc or search for it in the 
Start menu search field. Click at the top of the Network tab to 
display high usage services at the top. 


JA Task Manager 
File Options View 


Processes Performance App history Startup Users Details Services 


Resource usage since 05/10/2021 for current user account. 
Delete usage history 











ce Microsoft Edge 


Bl Microsoft Store 
B skype 

El Get Started 

B Tips 

EB Microsoft Teams 
DB WhatsApp 


Xbox Game Bar 








Press the Windows key + R to open 

the Run box. Type gpedit.msc and click OK. 
In the Local Group Policy Editor, in the folder list under 
Local Computer Policy, navigate the folders to Local 
Computer Policy » Computer Configuration » Administrative 
Templates > Windows Components > OneDrive. 


File Action View Help 
€ 9 miii»!Hrs 
5) Local Computer Policy 
v @® Computer Configuration 
> D Software Settings 
> O Windows Settings 
> | Administrative Templates 
v $ User Configuration 
» L3 Software Settings 
» 2 Windows Settings 


> —3 Administrative Templates 
On the OneDrive screen, under Settings, 

click Prevent the usage of OneDrive for file 
storage. In the Prevent the usage of OneDrive for file storage box, 
select Enabled, then click OK. Be aware that disabling OneDrive like 
this will disable it for all users of the PC, not just you. 























Select an item to view its Name 
description. Computer Configurati... 


i User Configuration 


File Action View Help 
iiem s»BHmiT 
— Maps 
A MOM 
23i Messaging 
-3 Microsoft account 
Z3 Microsoft Edge 
-3 Microsoft FIDO Authenticatic 


setting state 

iz Save documents to OneDrive by default Not configu... 
^ ig Prevent OneDrive from generating network traff.. Not configu... 

*: Prevent OneDrive files from syncing over meter.. Not configu... 


1| Prevent the usagi 


| Edit policy selling 
Microsoft Secondary Authent 
| A Microsoft User Experience Vii 
G NetMeeting 
— OneDrive 
F Online Assistance 
D Portable Operating System 
7) Presentation Settings 
» 33 Remote Desktop Services 
T] RSS Feeds 
A Search 
A Security Center 


| Requirements: 
| At least Windows Server 
| 2008 R2 or Windows 7 


Edit 
Filter On 
Filter Options... 


Re-Apply Filter 


b.. Not contigqu.. 


Descripliorn 

This policy setting lets you 

prevent apps and fealures 
| from working with files on Help 
| OneDrive. 

If you enable this policy 
| setting: 


All Tasks 


Reduce Streaming Video Quality 


Streaming or downloading videos is a surefire way to 

burn through your data quickly and is best avoided when 
tethering. However, if you need to view video over a tethered 
connection, you can tell Windows to reduce quality in Settings 
> Apps > Video Playback. Click ‘Allow video to play at low res’. 


Apps » Video playback 


The preview shows what video will look like with your current settings. 


Process video automatically to enhance it (depends on your device hardware) 
Save network bandwidth by playing video at a lower resolution 
LN Battery options 

Wher watching morigi aod vids 


Optimse for battery life ~ 


e Don't automatically process video when on battery 





Protect Devices 
on Public Wi-Fi 


There are few places where you can't now find a wireless connection for your laptop. And 
while this is great for those of us that want to stay connected day and night, accessing 
Wi-Fi in a public place does bring with it some dangers not found on your home network. 





What Makes Public Wi-Fi Unsafe? 


The very same features that make publicly accessible Wi-Fi hotspots desirable for you and us, such as the lack 
of authentication needed to connect, also makes them desirable for hackers. 
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Let us start by saying that not all public Wi-Fi is equally unsafe. A 
coffee shop that has a new Wi-Fi password chalked up on the board 
every day is probably safer to use than one where the password 
has been the same for five years, but not by much. As a rule of 
thumb, you should assume that any network connection you do 
not control will have fewer defences against interception and 
should be treated as unsafe. 


Hackers are able to insert themselves (virtually) between your 
device and the network connection point, so all of the information 
sent to and from the network passes through the hacker, who then 
passes it on. As this information passes, it can be collected without 
you even knowing it has passed through a third party device. Even 
if a hacker doesn’t want to farm your data directly, if you allow 


Protect Devices on Public Wi-Fi 


file-sharing across a network then public Wi-Fi connections can be 
used to distribute malware. This malware could hide itself on your 
device and cause all sorts of problems, from logging keystrokes to 
sending spam emails to contacts as if they are from you. 


As the use of public Wi-Fi increases, you can expect the number of 
different ways hackers can find to attack those using it to 
increase, as well. That doesn’t mean you need to stop using Wi-Fi 
Hotspots, you just need to ensure that you are not the easy target 
most hackers are looking for. 


If you want to stay connected, but also want to keep yourself and 
your device safe, there are a few simple things you can do to 
tighten up security without compromising your Internet access. 


Five Ways to Make Public Wi-Fi Safer to Use 


Following any one of these steps will increase your security when using public Wi-Fi. Using all of them will 


make your PC many, many times safer and more secure. 


1 - Keep Your Device Updated 


Software updates, as well as providing new features, 

will often include security updates, so it is important to 
make sure all of your device software is the most recent 
version. This includes apps and programs, as well as OS 
updates. Almost all modern devices, from your laptop to the 
Smartphones and tablets you use, make it very easy to keep 
things updated, often alerting you to the availability of an 
update or processing updates automatically. 


If you have turned off automatic updating on your device (and 
don't want to turn it back on in the settings), make a point to 
regularly check for them yourself and of course apply them, 
as soon as possible, especially on devices that may be used to 
connect to public Wi-Fi. 


In Windows 11, you can find update information in Settings > 
Windows Update. If updates are available to download, they will 
be displayed here (along with any previous failed updates, etc.). 
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How a VPN Can Improve 
Windows Security 


We've emphasised the enhanced privacy that a VPN offers when you're connected to its 
services, and the heightened levels of anonymity, but what security benefits does a VPN 
bring to a Windows 11 computer with an antivirus program already installed? 





Security Beyond Anonymity 


It’s a good question: how can a VPN improve Windows security? While the privacy side is well catered for, there 
are some good security enhancements and features a VPN brings to the table. 


This doesn't happen often, but an ISP can =... ¢. Toexpandthe previous feature, VPNs filter web 

become compromised and details of user Tu ' pages that are dangerous or contain threats. Even 
activities leaked or stolen. Using a VPN can hide your browsing with a good antivirus client installed, you can still access a dangerous 
activity from trackers and even your ISP, enabling you to browse site. Using a VPN prevents the site from even being loaded. 


without the fear of having your details leaked or accessed by others. — .. | | | | | — 





CyberGhost has protected you 
from malicious content! 





Many VPN providers utilise a level of antimalware Teu The connection between you and the VPN server 

into their security layers. This enhances your is encrypted to the highest possible standards. 
security by filtering any downloads through the VPN first. Should This makes it near impossible for some external element to gain 
there be a virus present, then it can be removed or stopped at the access to the data you’re transmitting. Online banking and shopping 


VPN before it even reaches you. are extremely secure with a VPN. 








Public and free Wi-Fi hotspots are notorious Most VPNs also add an extra layer of security 
when it comes to mobile security. Anyone with a whereby they actively block any advertising 
little knowledge and some free tools via the Internet can intercept from websites. Internet ads are a necessary evil in some ways, 
public Wi-Fi networks and hijack your connection, revealing all your as they provide much-needed funds for your favourite freely 
data. A VPN encrypts the data and protects you. available websites. However, some contain malicious content 
and need to be blocked. 





If you're working abroad, or you're a remote Using HTTPS instead of HTTP utilises the secure 
worker, a VPN connection to the company's side of the Internet protocol. Sadly, it's not 
servers ensures that all the sensitive business data remains secure. always implemented either in browsers or by users. Many VPNs 
It's difficult for a company to ensure 100 per cent security with force all websites to use the secure connection that a HTTPS site 
mobile and off-site workers, but a VPN provides a secure tunnel offers, thereby enhancing your browsing security. 


straight to the company itself. -— 





The availability of iOS and Android VPN clients In some countries, data retention laws are quite 
means that your call data and data stored on archaic, meaning governments and other 
your device is also secure. Mobile VPN apps use the same levels ^ bodies are able to access your data log for as long as you've been 
of protection and security, so your data can't be stolen when able to access the Internet. A good VPN won't detail any logs of 
you're not even aware of it. your browsing and in most cases won't even hand over any 


personal information relating to you to other agencies. 
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Blocking PUPs with 
Windows Defender 


PUPs, Potentially Unwanted Programs, are bits of software that can sometimes be 
stealthily installed when you install other free software, usually by making it a default 
installation option with the choice to opt out. 





Enable PUP blocking 


PUPs can include toolbars, browser extensions, adware and other unwanted software. In almost all cases, this 
software should be called DUPs (Definitely Unwanted Programs). 





You can enable PUP protection with System Centre Step 3 The PUP blocker is now enabled on your PC. You 
Config Manager, PowerShell or Microsoft Intune. For will not see any new options displayed in Windows 


this guide, we'll be using the PowerShell, as this is available within Defender but you will see *Potentially unwanted software" listed 
Windows 11 without installing any additional software; as long as once something is blocked. If you want to disable it in the future, just 
you follow the instructions carefully, it isn't as scary as it sounds. run the above command again, replacing the 1 with a 0. 
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Step 2 To access the PowerShell interface, click the PUPs are blocked when a user attempts to 
Windows Start button and type ‘powershell’ Within download or install a suspicious file or if the file 
the returned result, for Windows PowerShell, click on the Run as meets one of these conditions: the file is being scanned from the 
Administrator. Type the following command at the prompt: browser, it is in a folder with “downloads” in the path; or it is in a 
Set-MpPreference -PUAProtection 1, and press Enter. folder with “temp” in the path. The offending file will then be 


placed in the quarantine section. 
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y Installing 
Aa New Fonts 


Windows 11 now includes a new, easier way to install and manage system fonts. This is 
part of Microsoft’s ongoing process of moving all the system options and features to the 
main Settings interface. It even allows you to download from the Store. 


Install and Manage Fonts 


Installing and Managing fonts required a bit of effort, but now you can install any font available for download in 
the TrueType, OpenType or PostScript file formats. 


Step 1 You can now find the fonts controls in Settings > Step 3 Click on any font in the list to view the available 
Personalisation > Fonts. Here you will see a font faces and to see the font as it will display at 





scrollable list of your current fonts, each with a visual example of different sizes, using the slider. You can type a word or sentence into 
how they look. This is a much more user-friendly way of viewing your the box at the top to see how it will look in that font. To uninstall a 
fonts, letting you see exactly what each will look like when used. font, simply click the Uninstall button on the font preview screen. 
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Step 2 You can search for fonts using the search field at the Step 4 To find new fonts, click the Store link at the top of 
top or just look through the alphabetical list. You the main fonts page in the settings. The Store will 
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can also filter the list by language. Each font is shown with the open with all available fonts displayed. To install one, click on it in 
number of font faces it includes. A font face is a different version of the Store and then click the Get button, or the Buy button if the font 
the same font, i.e. regular, bold, italic, italic bold, etc. is not a free one. Installation is automatic, and now complete. 
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Manage Disk Partitions 
in Windows 11 


Disk partitioning is the creation of one or more separate regions on a PC hard disk (hard 
drive) and all modern drives need at least one partition to begin storing files. A partition 
could be the size of the whole drive or just a tiny part of it. 





The Disk Management Tool 


There are several free programs available for creating partitions but the Disk Management tool is just as 
good and built right in to Windows 11. 


Step 1 The first thing you need to do is find the Disk Step 3 You can use the seemingly simple Disk 
Management tool. The easiest way to open the tool Management tool to resize, create, delete and 
is to use the hidden Start button menu. Right-click on the Start menu format partitions and volumes, as well as change their drive letters 


button and select Disk Management from the menu that appears. and all without downloading or paying for any other software. You 
There are several system tools here, so it is a useful trick to know. can also simply use it to check the health of your disks. 
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The Disk Management tool shows all of your The tool shows partitions and volumes, which are 
— internal and removable drives (even USB flash similar but different. A partition is space that’s set 

drives, etc.) along with details of the capacity and current amount aside on a disk separate from the other space on that disk. A 

of space being used. Depending how your hard drive was initially volume is a partition that’s been formatted with a file system. We 

configured, you will see one or more partitions in place. will mainly be talking about volumes in this guide. 
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Manage Disk Partitions in Windows 11 





Resizing a Volume 


If your disk is set up as one big volume and you want to create an extra partition for a second volume, you 


will need to know how to resize the existing one. 
T Step 1 You will need to make sure that there is enough free 
space on the drive before you can shrink a volume. 


For example, if you have a 500GB volume which has 200GB of data 
already stored on it, you will only be able to shrink it by a maximum 
of 300GB, the amount of remaining space. 
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Right click on the volume you want to shrink in 
either the top panel or the bottom one and click 
‘Shrink volume’ from the Action menu. You will then need to enter 
the amount you want to shrink the volume by in MB. So if you 
wanted to shrink it by approximately 500GB, you enter ‘500000MB'. 





Total size before shrink in MB: 
Size of available shrink space in MB. 
Enter the amount of space to shrink in ME 


Total size after shnnk in MB: 


Q)  voucannotshrink a volume beyond the point where any unmovable files are located. See 
the "defrag" event in the Application log for detailed information about the operation when it 
has completed. | 











See “Shrink a basic volume" in Disk Management help for more information Lhd 
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| uM GB FAT32 
When you have clicked the Shrink button, 

— you should see that the disk now contains the 
shrunken volume and some new, unallocated space. If desired, you 
could now extend the volume back into that space, by right-clicking 
and selecting ‘Extend volume’ from the Action menu. 
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To create a new volume in that unallocated space, 

right-click on it and select New Simple Volume 
from the Action menu. In the New Simple Volume Wizard window, 
click Next to get started. Specify the volume size you want to create 
and then assign it a drive letter on the next screen. 


New Spanned Volume... 
New Striped Volume... 
New Mirrored Volume... 
New RAID-5 Volume... 
Properties 


Help 





You will then need to decide whether to format 

the partition. You will need to format it before you 
can begin using it but if you are planning on installing a second 
operating system, in order to dual-boot, you will need to let the 
new OS format the partition during its installation. 
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Otherwise, go ahead and format the disk; pick 

— — —-  áafile system to use and assign a volume label. 
Click Next when you're ready and then click the Finish button; 
Windows will now start to create the volume and, if you chose to, 
format it. When finished, you will see your new volume listed. 
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Completing the New Simple Volume 
Wizard 


You have successtully completed the New Simple Volume 
Wizard. 


You selected the following settings: 
Volume type: Simple Volume ^ 
| Disk selected. Disk 
, Volume sue 133333 MB 
Drive leter or path: E: 
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Allocation unit size, Default 
| Volume label: New Volume w| 


To close this wizard. click Finish. 
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Check and Optimise 
RAM Usage 


Adding RAM, or Random Access Memory, is a good way to give your PC an instant boost 
but before you go to the expense and trouble of installing new RAM modules, it is worth 
checking what is using your existing RAM and whether it can be optimised. 





Checking Memory and Memory Usage 


The first thing you need to do, when trying to optimise RAM usage and performance, is check how much you 


have and how it is used. 
Step 1 To check up on your RAM, you need to open the Step 3 If it seems like most of your available RAM is 
Task Manager. Press Ctrl + Alt + Delete on the regularly being used, and if less than 4GB is installed, 
keyboard and then select Task Manager from the list that appears. If consider adding more RAM. You can find out what kind of RAM your PC 
Task Manager opens showing just a simple list of tasks, click the More model uses by looking at the memory info in Task Manager. Then visit 
details button to see a more advanced view. the PC manufacturer's website for more specific info. 
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Step 2 
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Click the Performance tab at the top and then the Step 4 In theory, WIndows 11 (64-bit) can run on a PC with 
Memory tab on the left side. You can now see how just 2 GB of RAM but in reality you will want at least 





much you have in total and then check the graph to see how much 4 GB if you plan regular use. If you can afford to double this to 8 GB, 
RAM is being used. Try opening a few different apps while Task you will not only instantly improve performance but also add some 
Manager is open, to see RAM usage increase or change. time to the long term lifespan of your computer. 
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Using Windows ReadyBoost 


If you don't want to spend out on more RAM right now, there are ways you can attempt to optimise your 
existing memory performance. One way is to use ReadyBoost. 


ReadyBoost is a way to boost memory performance 


by creating an extra memory cache on an external 
USB-connected drive, such as a flash drive. You will need a USB drive 
with at least 500MB of free space and a high data transfer rate. A USB 
3.0 drive can peak at a data rate of 600MB/s. 





Insert the drive into a free USB port on your PC and 

then open the File Explorer. Right-click on the name 
of the drive in the left-hand sidebar and select Properties from the 
action menu. Be aware that computers with a solid-state drive (SSD) 
installed, will not be able to take advantage of ReadyBoost. 
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Select the ReadyBoost tab, then select ‘Use this 

device’. WIndows 11 determines if the device can 
use ReadyBoost. If it is not able to use the feature, it will let you 
know. Windows will then determine how much free space to assign 
to memory. Click Ok to reserve this space on the connected drive. 


eT 





(C) Dedicate this device to ReadyBoost. 
(@) Use this device. 


Space to reserve for system speed (may be less than actual | 
free space due to file system limits): 


























If you look at the contents of the drive in 

File Explorer, you will see a file called ReadyBoost. 
sfcache. This file shows how much space is reserved for ReadyBoost. 
If you don't have a USB flash drive handy, you can sometimes use a 
smartphone, connected via USB, as a temporary ReadyBoost drive 
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-— Radeon ReLive 
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Create a Windows 11 
System Image 


Backing up your files is perfectly fine, but in the event of having to wipe your hard drive 
and start again, getting everything back in order can be time-consuming. However, 
creating a system image means you can almost instantly restore the entire system. 





System Imaging 


A system image is essentially a snapshot of your entire system. This can then be quickly restored and 
conveniently saves you from having to reinstall WIndows 11, all your programs and your data. 


Step 1 To begin, click on the Windows Start button and Step 3 Windows now scans your system for a drive 
start typing 'control panel; then click on the capable of housing the system image files. You 





Control Panel app. From there, go to System and Security > may need to make some changes to any drives according to 
Backup and Restore (Windows 7). Odd as it sounds, it still uses what messages you get back from the scan. In this example, 
the old Windows 7 backup technology here. the drive we're using needs to be formatted as NTFS before 


Windows 11 can use it. 


VK system and Security ———————————" SCAT — EXSSECREEREERISZE 
drives. A system image can be used to restore your computer if your hard drive or computer ever 


€ > ~ BB > Control Panel > System and Security > stops working; however, you can't choose individual items to restore. 





| 
Serene ! Security and Maintenance 
Review your computer's status and resolve issues LI hange User Account Control sel On a hard disk 
=e RECOVERY (E:) 12.79 GB free v | 


A This drive cannot be used to store a system image because it is not formatted with NTFS. 


System and Security K 
Troubleshoot common computer problems 
Network and Internet 





Windows Defender Firewall 
Check firewall status Allow an app through Windows Firewall 


Hardware and Sound 
Programs 
w) System 


User Accounts 
View amount of RAM and processor speed "y Allow remote access 


Appearance and 
Personalisation 
Clock and Region a» Power Options 


Change battery settings Change what the power buttons do Change when the corr 


O On one or more DVDs 


See the name of this computer 


Ease of Access 
_ File History 


= Save backup copies of your files with File History — Restore your files with File History 


©) On a network location 


, Back up and Restore (Windows 7) 


Back up and Restore (Windows 7) ^ Restore files from backup 


» BitLocker Drive Encryption 
T™ Manage BitLocker 


Storage Spaces 
Manage Storage Spaces 


Step 2 This launches a new window, the Backup and Step 4 Providing you've met the requirements, you're 
Restore (Windows 7) console. Microsoft has kept offered a choice of to where the system image can 








this feature intact through Windows 8.1, 10 and 11, purely due be written. A drive is the quickest solution when it comes to 

to compatibility support for backups created under older restoring the image, but you can opt for DVDs; it depends on the 
versions of the OS. To the left, there are two links, click on the size of the image as to how many DVDs you need. You can even 
Create a system image link to proceed. select a network location if required. 


Wb Backup and Restore (Windows 7) 

A system image is a copy of the drives required for Windows to run. It can also include additional 
drives. A system image can be used to restore your computer if your hard drive or computer ever 
stops working; however, you can't choose individual items to restore. 


^ We > Control Panel > System and Security > Backup and Restore (Windows 7) 


Control Panel Ho | 
— Back up or restore your files 


| Create a system image i | . 
9 = 3 Backup @ On a hard disk 


G Create a system repair disc Windows Backup has not been set up. 
P "" ‘w= Backup (E) 13.11 GB free 


























Restore 
Windows could not find a backup for this computer. 


@ Select another backup to restore files from © On one or more DVDs 


(C) On a network location 








Step 5 For this example, let's use an internal second hard 
drive. Make sure that the correct drive (it could be a 


high capacity USB stick or even a portable USB hard drive) is 
selected, and then click the Next button to continue. 


| € x Create a system image 


Where do you want to save the backup? 


A system image is a copy of the drives required for Windows to run. It can also i 


drives. A system image can be used to restore your computer if your hard drive oj 


stops working; however, you can't choose individual items to restore. 


On a hard disk 
» Backup (E) 13.11 GB free 


== Backup (E:) 13.11 GB free 
<Refresh> 








(O On one or more DVDs 
The next window displays the drives included in the 

system imaging process. In this example, the C 
drive, the System drive and the System Reserved partition are all to 
be backed up. When it comes to restoring the system, you'll need 
both partitions for Windows 11 to be able to boot up correctly. 


Confirm your backup settings 
Backup location: 


m. Backup (E) 
The backup could take up to 13 GB of disk space. 


The following drives will be backed up: 


, System Reserved (System) 


«a» (C) (System) 





When you're ready to continue, click the Start 

Backup button. This begins the imaging process, 
which can take some time depending on the amount of space used 
on the CA drive and the speed of the drive to which you're writing. 
Allocate ample time if you're writing to DVDs. 








— RN — — — — — ——— ——— — ———— 





ES Create a system image 


Windows is saving the backup... 





Backing up (C:)... 








Creating a Windows 11 System Image 


Step 8 Once the process is complete, Windows will ask 
you to create a System Repair Disc. This disc 
allows you to boot into the environment where you are able to 
launch the system image restore. 


E ——ÓÓÓÁÁÉÁÀ———————— 


Create a system image 


Dio you want to create a system repair disc? 


We recommend that you create a system repair disc at this time if 
you don't have a Windows installation disc. The system repair disc 
can be used to re-image your computer and access other system 
recovery options. 


| |] Don't show this message again 





If you click Yes to creating the System Repair Disc, 

you need to make sure you have a blank DVD to 
hand. Follow the on-screen instructions and click on the Create Disc 
button to burn the repair files to the disc. 


l> Create a system repair disc 


Select a CD/DVD drive and insert a blank disc into the drive 


A system repair disc can be used to boot your computer. It also contains 
Windows system recovery tools that can help you recover Windows from a 
serious error or restore your computer from a system image. 


Create disc 


Step 10 Should you need to restore Windows 11 from the 
system image, you can boot into the System 
Repair Disc and select the System Image Recovery option from 
within the Advanced Options of the Trouble Shoot menu. Follow 
the instructions, and within minutes, WIndows 11 is back as it was 
when the system image was taken. 


© Advanced options 


Command Prompt 


Use the Command Prompt for 


C. rentem S dl e, Eu 
System Restore 
Use a restore point recorded on your 


PC to restore Windows advanced troubleshooting 


Startup Settings 


Change Windows startup behavior 


{ = "mmm = m - 
System Image 

ARAL Irs 
ReCOVelr y 
Recover Windows using a specific 
system image file 


Go back Lo the 
previous version 


Slartup Repair 











Setting Up 
Dual Monitors 


With a second monitor and the required connectors on your PC, setting up WIndows 11 
to display over two screens is easy. Having a second monitor can really help to increase 
productivity, and allow you to stay more organised when you're at your computer. 





Setting Up a Dual Display 


Matching up the resolution and size of your two chosen monitors will give the best results but even 
mismatched monitors can work really well in dual format. 


You will obviously need to ensurethatyourPChas Sten 2 You will now need to configure the dual monitor 
|! the requisite connections for two monitors (two x © setup to your liking. Windows 11 allows you to 
HDMI, VGA or DVI ports, or a combination of these). Check the back easily choose how the dual monitors display. Press Windows Key 
of your PC tower or the side of your laptop to find out. With your PC +P to see the Project side panel. Here you can choose from PC 
turned off, connect both monitors to the available ports. Screen Only, Duplicate, Extend or Second screen Only options. 


| € Project s+ P 
œl] PC screen only 


œL Duplicate 





i Cab) Extend 


OLA Second screen only 








More Display settings 


i 09:19 
Gi I 15/10/2021 











Boot up the computer and log in. Windows = Steņp4 PC screen Only and Second Screen only are fairly 

should automatically detect that two displays are E sself-explanatory, displaying an image on one or the 
connected and you should see both of them displaying a desktop. ather screens. Duplicate is also fairly easy to understand, showing 
Your main display will have all of your icons on it, whilst the new exactly the same display on both screens. Extend turns the two 


second display will be blank apart from the taskbar along the bottom. monitors to one long screen that you can spread out across. 


Project =+ P 
Cal | PC screen only 
Cal Duplicate 
| CA) Extend 


(344 Second screen only 


| More Display settings 


09:19 
15/10/2021 








The Extend option is the one which needs the 

most setting up. On the main display, right-click 
anywhere on the desktop and choose Display settings from the 
Action menu. Scrolling to the bottom of the display settings gives 
you another way to choose the display mode. 





€- Settings 


, Russ Ware 
' russ@bdmpublications.com 


Find a setting 


System > Display > Advanced display 


Select a display to view or change its settings 


System Display information 


Bluetooth & devices 

C3 Internal Display 
Nerwer T nel ™ Display 1: Connected to Intel(R) HD Graphics Family 
Desktop mode 1366 x 768, 60 Hz 
Active signal mode 1366 x 768, 60 Hz 
Apps Bit depth 8-bit 


Personalisation 


Colour format RGB 
Accounts 


Colour space Standard dynamic range (SDR) 


Time & language Display adaptor properties for Display 1 


Choose a refresh rate 
A higher rate gives smoother motion but also uses mo) 


Gaming 
Step 6 At the top of the display settings are the two 
displays side-by-side. 1 is your main display and 2 


is the secondary display. Which side of the screen the two monitors 
“join” at (which side allows you to move on to the second monitor) 
is controlled by dragging the display boxes here to the left or right. 


System > Display 


Select a display to change the settings for it. Drag displays to rearrange them. 


Extend these displays ~ 


& Multiple displays 


You can view settings for each display 

independently, by clicking on one you want 
to see, and then scrolling down. You can change the scaling, 
orientation and resolution of each display to best suit the 
specification of the monitor, if it is the case that the two 
monitors have different maximum resolutions. 


€- Settings 


Russ Ware 
russ@bdmpublications.com 


Find a setting 


System > Display 


— HDR 
More about HDR 


| = em Scale & layout 


Bluetooth & devices 
Scale 


: Change the size of text, apps, and 
Network & internet » 


Personalisation Display resolution 
Adjust the resolution to fit your connected display 
Apps 


Accounts Display orientation 


Time & language 


! Gaming 


Related settings 





about efresh Fate 


Setting Up Dual Monitors 





Step 8 If you don't want to see the taskbar on both 
displays, go to Settings > Personalisation > 
Taskbar, and scroll down to Multiple displays. You can then 
choose to turn off the taskbar on the second display. You can 
also spread a single wallpaper across both screen by selecting 
Span in Background settings. 


€- Settings 


Russ Ware 
: russ@bdmpublications.com 
| 


Find a setting 


Personalisation » Taskbar 


tal " 1 
Always show virtual to uchpad ican | 


Taskbar corner overflow | 
Choose which icons may appear in the taskbar corner = all others will appear in the task 
EM System 

Taskbar behaviours 


Taskbar alignment, badging, automatically hide, and multiple displays 


6 Bluetooth & devices 


*"" Network & internet Taskbar alignment 


Personalisation u 
. | Automatically hide the taskbar 


Apps 


A i Show badges (unread messages counter) on taskbar apps 
ccounts 


Time & language Show my taskbar on all displays 


® Gaming 
Spreading out across the two monitors in Extend 

mode is as easy as clicking and dragging a window, 
be that a browser window, app or anything else, to the “joined” side 
of the main screen. Just keep the mouse pointer moving and it will 
continue on to the second screen seamlessly. 


Tam Holland sparks rumours his 
Spider-Man era is coming to an end 


as cast moves on ‘to next chapters’ 


Q o9: 


Lourdes Leon reflects on childhood 
with 'control freak' mother Madonna 


Q wos 


m The Telegraph 
Pension fee rise will mean working 


Eoun EOC m9 





Depending on the graphics card software you have 

installed (Radeon for example), you will usually 
have further display options for the second monitor in the graphics 
adapter settings. This might include Virtual Super Resolution and 
GPU scaling, helping you match up resolution settings. 


= Display: 1 


How to Create a 
Recovery Drive 


A recovery drive is a useful way to ensure that you don't lose data in the event of a critical 
malfunction. It can help you both troubleshoot and fix problems, even if the PC won't 
start as it normally would. All you need is a blank, formatted USB flash drive. 





Protecting Your PC and Files 


Creating a recovery drive is a relatively simple process. It does however take a bit of time to create but it's 
worth the effort as it could save you a lot of frustration in the future. 


Step 1 The first thing you need to do is find a USB drive Step 3 Your USB drive needs to be wiped of everything 
that is large enough and then make sure it is currently on it before the recovery drive is created. 
ready to be used. The USB drive you decide to use won't be able You can do this during the set up process later or you can format it 


to be used for anything else like storing other files, etc. so make yourself right now: a useful thing to know how to do. Insert your 
sure it is a spare, or bought specifically for the task. USB drive into a free USB slot on in your computer. 











Step 2 A basic Windows 11 recovery file will be less than Step 4 Open the File Explorer on your computer and you 
— ) 500MB but if you choose to include system files in should see the USB flash drive listed in the sidebar. 
the backup (recommended), so you can use it to reinstall Windows, It will probably be labelled as the (E:) or (F:) drive. Right-click on the 


you will need much more space. A basic recovery drive can be as drive label and select Format from the action menu. Leave the 
small as 1GB but a full recovery drive needs to be at least 8GB. settings as default (should be FAT32) and then click Start. 





>» «" OneDrive 


System » About » Wi this pc 


MINIX-Offi 
Default stri = » == NEO Storage (D:) 


> WE Network C zl 


OQ Bluetooth & devi Expand 
MINIX-Office 





i | Network & internet | | 
Open in new window 
| # Personalisation 
$ 
5 Format... 


Pin to Quick access 





Pin to Start 


ain or workgroup System protection 


Properties Alt+Enter 


^ Show more options Shift+F10 


Ü ilerris 





Step 5 You should now be ready to create your recovery 
drive. In the search field, type “Recovery Drive" 


and select the Recovery Drive app result. In newer versions of 
Windows 11, you might also be able to find the Recovery Drive in 
the main apps list, opened by clicking the Start menu button. 





JO recovery drive] 


All Apps Documents Web  More- 


Best match 


| . Recovery Drive 
Cw App 
Settings Recovery Drive 
App 


(ho Create a recovery drive 


Search the web 
Open 


Dp recovery drive - 5ee web results Run as administrator 


JO recovery drive windows 10 Open file location 
Pin to Start 


Pin to taskbar 


[DO recovery drive usb 
Allow the software to “make changes to this PC” 

and the setup wizard will open. This first screen is 
where you choose whether you want to back up system files with 
the recovery drive, so you can use it to reinstall Windows 11. If you 
do, tick the checkbox and then click Next. 


Create a recovery drive 


Even if your PC can't start, you can use a recovery drive to reset it or troubleshoot problems. If 
you back up system files to this drive, you'll also be able to use it to reinstall Windows. 


| Back up system files to the recovery drive. 


After a few moments, you will be asked to select 

the USB flash drive you wish to use. If you only have 
one USB drive inserted, it will be the only one shown and will be 
automatically selected. You are reminded again how much storage 
space the drive needs, and that all existing data will be wiped. 





Select the USB flash drive 


The drive must be able to hold at least 8 GR, and everything on the drive will be deleted. 





Available drive(s) 
— FA (LEEF BRIDGE) 











How to Create a Recovery Drive 





Step 8 Click Create on the next screen and the process will 
begin. This may take a while to complete, 
so go make a coffee and leave it to run. A progress bar shows how far 
along it is, should you need to check. Do not remove the USB drive, 
or turn off your computer, before the process finishes. 


Creating the recovery drive 


When the process is complete, you should be 
prompted to delete the recovery partition on your 
PC, to save some space; as long as you plan to keep your recovery 
drive, this is safe to do. If you are not sure, you can leave the recovery 
partition in place; it can be deleted at a later date if you wish. 





The recovery drive is ready 





Step 10 If you did not already have a recovery partition on 
your computer, you won't see this step. You will 
simply be informed that the recovery drive is ready, and to click 
Finish. Remove the USB drive from your computer and put it 
somewhere safe. It is a good idea to label the drive so it is not reused. 











S hams Ji IIA 1 | T anari mier t 
File Action View Help 
e90 Hm AX ES aR | 
Volume | Layout — | Type | File System | Status — | Capacity | Free Spa... | % Free Fault Tolerance 
cs (C) Simple Basic NTFS Healthy (B... 599.90 GB 590.93 GB 99% No 
C» (E) Simple Basic NTFS Healthy (P... 940 GB : i E: 
& (G:) Simple Basic NTFS Healthy (L.. 10.56 GB open 
Cs Recovery(Local Di... Simple Basic NTFS Healthy (P... 18.42 GB Explore 
<< System Reserved Simple Basic NTFS Healthy (S... 100 MB 
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Change Drive Letter and Paths... 
Format... 






































Extend Volume... 
Shrink Volume... 
Add Mirror... 

| Delete Volume... 


(C) 
599.90 GB NTFS 
Healthy (System, Active, Prin | | Healthy (Boot, Page File, Crash Dump, Pr 
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“> Fix Wireless Network 
Connection Problems 


It's certainly frustrating when you've just sat down at your computer to browse YouTube 
videos or play some online games, only to find that you have no Internet connection. If 
the same problem occurs when you need to start work or finish that important essay, it 
can cause a ripple of panic to spread through your body. Try to stay calm by focusing on 
fixing it and initially try these solutions. 




















Network & internet » WIFI 


7S Wi-Fi on GK 
"NN Show available networks T 
-— Manage known networks | 


Add, remove, and edit networks 


B: Hardware properties 5 


View and manage WiFi adaptor properties 


Random hardware addresses 
Help protect your privacy by making it harder for people to track your device location. 


>S 
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Microsoft Windows [Version 10.0.17763.194] 
(c) 2018 Microsoft Corporation. All rights reserved. 


SEV netsh wlan show wlanreport | 
Generating report ... 

Querying WLAN Events ... 

Running ipconfig ... 

Running netsh wlan show all . 

Querying Wireless Profiles ... 

The Wireless AutoConfig Service (wlansvc) is not running.Querying System and User Certificates . 
Querying User Info ... 


L Network Devices . . : | | E = 
PETE E netsh wlan show wlanreport. 


Report written to: C:\ProgramData\Microsoft\Windows\WlanReport\wlan-report-latest.html 
done. 


C: \WINDOWS\system32> 

















Microsoft Windows [Version 10.0.17763.194] 
(c) 2018 Microsoft Corporation. All rights reserved. 
| 





iC: \WINDOWS\system32>ipconfig 


Windows IP Configuration 


Ethernet adapter Ethernet: 
Connection-specific DNS Suffix . : lan 
| Link-local IPv6 Address . . . . . : fe80::48c5:a41c:2b70:fb5%3 
| IPv4 Address. S XE NE QE DEONC > » » >» > 192.168.1.127 

SUDneEEt Mask . . e = COEUR sr o Scr. 
| Default Gateway. ..... . . . : 192.168.1.1 
| 
C:\WINDOWS\system32>ping 192.168.1.1 
| 
Pinging 192.168.1.1 with 32 bytes of data: 
Reply from 192.168.1.1: bytes-32 time<ims TTL=64 
Reply from 192.168.1.1: bytes-32 time«1ms TTL=64 


Reply from 192.168.1.1: bytes-32 time<ims TTL-64 
Reply from 192.168.1.1: bytes-32 time<ims TTL-64 


Ping statistics for 192.168.1.1: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 

Minimum = @ms, Maximum = Oms, Average = Oms 
C: \WINDOWS\system32>_, 
| 


| 
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What is 
Encryption? 


To better understand encryption, it's worth taking a moment to learn about its origins, 
how it has developed over the years and how it applies to our modern communications. 





m 





The word encryption comes from the ancient Greek word Kryptos, which means hidden or secret. Interestingly, 
the practise of hiding messages from others can be traced back to early Egyptian scribes who inserted non- 
standard hieroglyphs within other communications in order to hide the message from casual viewers. According 
to historians, the Spartans used strips of leather engraved with messages. When the strips were read, they were 
meaningless, but when wrapped around a staff of a certain diameter, the characters would be decipherable. 


Of course, the modern forms of encryption are far more advanced, set of algorithms and standards to protect the communication on 
but the overall core concept has remained the same: to be able to the battlefield and from one government agency to the next. 


send a message to others without anyone else being able to These algorithms grew in complexity as technology advanced and 
decipher it. However, modern encryption now requires more than it wasn't long before the military-based forms of encryption were 
merely sending coded messages. Not only is confidentiality being used in commercial modes of communications. Within a 
required, encryption must perform a level of authentication, so the few short years, bank transfers, cash withdrawals and data sent 
origin of the communication can be verified; integrity of the to and from modems began utilising these new protocols to 


communications, where both the sender and those who receive the protect sensitive information. 

communication can be sure that the message hasn't been altered 

in between; and some form of nonrepudiation, where the sender Today we're regularly seeing and using devices that boast 

cannot deny having sent the communication in the first place. 'military-grade 256-bit AES’ forms of encryption, a standard that is 
regarded as nearly impossible to break without spending billions 

During the early digital age, the only users of encryption were the on specialist hardware and software. In plain English, the modern 

government and military. As such, between them they created a form of encryption takes data and passes it through an algorithm 
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together with a key. This creates a garbled file 

of characters that can only be read if the correct 
key is applied to decrypt the data. Algorithms 
today are divided into two categories: symmetric 
and asymmetric. 


Symmetric key cyphers use the same key to both 
encrypt and decrypt data. The most popular 
symmetric cypher is AES (Advanced Encryption 
Standard), developed by the military and 
government to protect communications and data. 
This is a quick form of decryption that requires the 
sender to exchange the key used to encrypt the data 
with the recipient before they're able to read it. 


Asymmetric key cyphers are also known as public-key 
cryptography and utilise two mathematically linked keys, public 
and private. The public key can be shared with everyone and is 
usually generated by software or provided by a designated 
authority. The private key is something that's usually only known 
by the individual user. Interestingly both types of keys can be 
applied, where one user has a public key and another a private key, 
which can be combined to form a shared encryption level. These 
keys are many characters in length, making it nigh impossible for 
someone to Brute Force hack them. The Brute Force method 
involves using a program on a computer to try every possible 
combination of a key until the correct one is found. In the case of 
the 256-bit encryption, it would take 27° different combinations to 





break the key. If you were able to force one trillion keys per second, 
it would still take you somewhere in the region of 10?' years in 
order to crack 256-bit encryption. However, a powerful computer 
can probably manage around two billion calculations per second, 
so in theory, it would take 9.2? years for your standard desktop to 
crack it. Keep in mind that the universe has theoretically only been 
in existence for 1.4?? years. 


Numbers this big are generally far too mind-boggling to 
comprehend. Suffice to say that if you're able to use 256-bit 
encryption for your communications or to protect your data, 
then you're going to be protected for at least seven times the 
current age of the universe. 
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Encrypting Your 
Windows 11 Laptop 


Windows 11 Pro comes with Microsoft's BitLocker program to encrypt the file 
system; however, Windows 11 Home versions do not have this feature. Luckily, 
there are many other encryption programs available for download. 


Protecting Your PC and Files 


We're going to encrypt a 2GB USB flash in this example, purely for ease of use and to demonstrate how you can 


Step 3 


encrypt your entire laptop hard drive(s). 


Encryption doesn't affect the core data, other than 
making it impossible to read without the 
decryption key. Still, it’s always worth making sure you have a 
backup of all your data prior to any system related changes. If you 
store your work or data in the Documents folder, then start by 
opening it in Windows Explorer. 





Step 1 


File Home Share View 
€- v af E > This PC » Documents 


Name Date modified Type 
BIS KCN |] Fax 04/08/2016 14:48 


4/08/2016 14:48 


File folder 
File folder 
File folder 
File folder 
File folder 
File tolder 
File folder 
File folder 
File folder 


Ld Freemake 04, 

Functional ICT Resources My 

|. Functional Mathematics Resources 04/08/2016 14:48 
|. | Game a Day 04/08/2016 14:46 
_ Imagine Publishing 04/08/2016 14:46 
|| Invoices 30/01/2017 13:54 
| | Klei 7/03/2017 11:18 
|_| Last Six Weeks Revision 04/08/2016 14:46 
[4 Linux Format writings 04/08/2016 14:46 File folder 
L| Micro Mart writings 06/12/2016 09:40 File folder 
|. My Cheat Tables 20/08/2016 13:12 File folder 
My Data Sources 04/08/2016 14:47 File folder 
|. My Games 02/03/2017 13:54 
|_| My ISO Files 08/08/2013 12:41 
|. | OneNote Notebooks 14/02/2017 08:53 
|. | Outlook Files 01/03/2017 13:48 
PC Utilities Documentation 04/08/2016 14:48 
|. | PC Utilities writings 04/08/2016 14:48 


[d Revival Gamer writings 04/08/2016 14:48 


fm OneDrive 
04/08/2016 14:48 


E This PC 
AP David Hayward (Gal 
BE Desktop 
B Documents 
4} Downloads 
J^ Music 


1. 


&-| Pictures 

R Videos 

‘ia Local Disk (C:) 
za New Volume (D:) 
wa KINGSTON (E:) 


File folder 
File folder 
File folder 
wa KINGSTON (E:) File folder 
p) Network File folder 
File folder 
File folder 


— — Rise of the lamb Raid 


e$ Homegroup 
Press Ctrl*A to highlight all the files, then press 
~ Ctrl+C to copy them to the clipboard. Next, choose 
a suitable backup location - such as an external or network drive - 
and when ready, press Ctrl+V to paste the copied data into the new 
location. Then, should something go wrong, you have a recent 
backup of your most used data. 





Home Share View 


- ^ Ld > ThisPC > New Volume (D:) > Backup > C Backup 2017 > 


Par 
Name Date modified 
sr Quick access 


BN Desktop 
4 Downloads 
=| Documents 


File folder 
File folder 


04/08/2016 14:48 
04/08/2016 14:48 
14/02/2017 08:19 


04/08/2016 14:48 


|. 3D Printing Book 

, Accounts 

[LÀ Add-in Express 

LÀ Assassin's Creed Syndicate 


File folder 
File folder 


©) Pictures s i lider 
; complete „=== x 


& Google Drive 
[] 20 How to Securi 
v 22 How to Securt 
|. 23 What is Encry| 
Ld Cloud Book 


Copying 35,607 items from Documents to C Backup 2017 
996 complete 


Speed: 203 MB/s 


fm OneDrive 


Name: History of the Cloud 
Time remaining: About 30 seconds 
Items remaining: 35,267 (6.16 GB) 


E This PC 
A David Hayward (| 
B Desktop 

s Documents 


4 Downloads 


(A) Fewer details 




















Its always best to save data before commencing 
with anything like this. It's also always worth 
doing (as we are) a test of the software first, on a disk that you 
don't mind messing up should you get the process wrong. Let's 
start by navigating to the DiskCryptor homepage, at www. 
diskcryptor.net/wiki/Main Page. 





Main Page 
CREATE ACCOUNT 
|» Main Page 
|» Downloads 
= Forum 
Support 
= FAQ 
= Changelog 
|» Screenshots 


LOG IN 
discussion — view source history 


Tr 


DiskCryptor 


Open source partition encryption soluti 


| Description 

DiskCryptor is an open encryption solution that offers encryption of all disk partitions, including t 
sharp contrast with the current situation, where most of the software with comparable functionali 
, Search unacceptable to use for protection of confidential data. 
| Toolbox 

| a What links here 

| » Related changes 
|» Special pages 


m Printable version DiskCryptor releases from 0.1 to 0.4 were fully compatible with TrueCrypt, as they used a corres 


ih Agios "a | AES-256 algorithm in LRW mode. Starting from DiskCryptor 0.5, the program relies upon its ow 

| ~~ em encrypting partitions with data on them, as TrueCrypt format has been originally meant for creati; 
increase in DiskCryptors stability, eliminated many problems associated with file systems, and | 
of the program. 


Onginally DiskCryptor was developed as a replacement for DriveCrypt Plus Pack and PGP WDE 
create the best product in its category. Moreover, in the future, considerable effort will be devotec 
explaining the internal mechanics of the program, which would be the best confirmation and de 


Step 4 Using the menu to the top left, click on the 
Downloads link. Look for the latest version in the 


Download section and click the link for the Installer. This opens a 
confirmation box; click the Save File button to download the 
DiskCryptor executable file. 


| discussion view source history 


Download 


| Version | Type Sizc (KB) SHA-1 checksums 4 PGP Signature 


installer 97/8  Oo8£4c11d9378ff50ab882ad37263465fa0cfB8d31 [113 
1.1.046 118 source code 4} 1434  |5e325045f65fb23fa37375fb2520032677c2c05305| BE} 


WinPL plugin) 024 ^ cec273b2ecbrs01512e1511498d6120dd4ad4309. a 


Installation 
You have chosen to open: 
(a| dcrypt setup.exe 
which is: Binary File (978 kB) 
from: https://diskcryptor.net 


| To install the program: 


1. Download installer or .zip packac 
2 Run 
dcrypt setup.exe (install 
s dcrypt.exe or decon -ir 


nein iim, d you like to save this file? 


After the reboot you can start to use the 














Save File 


The update of the program to a newer wej 





The dcrypt. setup.exe file should now be in your 

Downloads folder. Double-click it and select Yes to 
accept the Windows confirmation. With the DiskCryptor setup 
window open, click the Next button and accept the license 
agreement on the following page. For the remainder of the options, 
choose the defaults by clicking Next. When done, click the Install 
button and reboot the computer. 


I Setup - DiskCryptor 


Where should DiskCryptor be installed? 


} Setup wil install DiskCryptor into the following folder. 


To continue, dick Next. If you would like to select a different folder, click Browse. 


After a reboot, click the Windows Start button and 

locate the newly installed DiskCryptor program. You 
need to click Yes to authorise its administrative access. With 
DiskCryptor open you can see the list of currently installed hard 
drives in your system. You can click each in turn and view its 
information at the bottom of the DiskCryptor window. 


[lE DiskCryptor 1.1.846.118 — x 


File Volumes Tools Help 


| Disk Drives 
| Size | Label| Type | Status | 


E3 ST8000VNO002-128112 

D: 7.27 TB New Volume 

Samsung SSD 750 EVO 250GB 
E C: 210 GB 


Homepage 


AOMEI 

.4GB AOMEI Recove... 

V 7 Recovery 
Kingston DataTraveler 2.0 

= 1.86 





Start by selecting the disk you want to encrypt. As 

mentioned before, in our example we're going to 
test this out on a USB stick. We recommend you also do this until 
you're comfortable with the process. With the correct drive 
selected, either click the Encrypt button to the right or right-click 
and choose Encrypt from the menu. 


DiskCryptor 1.1.846.118 — T 


File Volumes Tools Help 
| Disk Drives | 
| Size | 


E3 STS000VNO002-128112 
E D: 7.27 TB 
E3 Samsung 55D 750 EVO 250GB 
e C: 210 GB 


Homepage 


Mount All | 


Linmount All 














Encrypting Your Windows 11 Laptop 





You're now offered a selection of available 
algorithms from which to choose. Click the 


Step 8 


drop-down box to view them all, however, we recommend staying 
with the default AES algorithm for the time being. Leave the Wipe 
Mode box as None and when you're ready, click the Next button. 























In the next section, choose a unique password for 
accessing the encrypted disk; you're notified how 

strong the password is. When you're ready, enter it again in the 

Confirm box. Click the OK box to start the encryption process. 











| SIZE | abel] Type status 
S STB \ Device\HarddiskVolume9 
5 
E :d PEE 
Password: | ———————Á— | Show Password 
Confirm: pooo——— M ast Rep e | Use Keyfile 
A g Status: [Correct |— Keyfiles 
c = 
Layout: | QWERTY z] 
| All Other Digits 
High Caps Latin 
Small Latin — Special Symbols 








Depending on the size of the drive, and how much 

data is on it, the encryption process could take 
some time. When it's complete, you're notified and the selected 
drive will be fully encrypted, with you able to access and decrypt it 
using the password you set up in the previous step. 


| lE DiskCryptor 1.1.846.118 


File Volumes Tools Help 


Disk Drives 


) —) ST8O00VNOOO2-128112 


E D: 7.27 TB 


New Volume NTFS 
E3 Samsung 55D 750 EVO 250GB 

sc: 210 GB NTFS 

&3 Volume7 800 MB AOMEI FAT32 

E Volumes 21.4GB AOMEIRecove.. NTFS 

| Volume3 450 MB Recovery NTFS 

| E Kingston DataTraveler 2.0 


ej E: 1.86 GB KINGSTON FAT 





Windows 11 
Power Options 


If you use Windows 11 on a desktop PC, you might adjust the power options for how long 
the PC sleeps or when the display turns off when inactive. With a laptop, the Windows 11 
power options should definitely be something with which you are more familiar with. 





View, Switch and Create Power Plans 


Within the Power Options panel you can choose from preset WIndows 11 power plans, or you can create 
your own based on your computers' power requirements. 





Click on the Windows 11 Start button and enter: Step 3 The High Performance power plan is, as the name 
Control, then click the first result, Control Panel suggests, best for overall performance, but will 


App. From there, select System and Security » Power Options. use more power and is unsuitable for use on a laptop using battery 
Windows 11 will, by default, have selected the Balanced power power. To switch between power plans, simply select the one you 
plan. This is designed to balance performance and energy want to use. For many users, this is all you will need to do. 


consumption, and is best for PC's that are connected to the mains. 


À P » Control Panel » Hardware and Sound » Power Options » Create a Power Plan 


T 3 » Control Panel » Hardware and Sound » Power Options 


TIETAS Choose or customise a power plan | 
: wing: pil Create a power plan 

Choc whal the porwr A power plan i£ a collection of hardware and eyttem settings (like dizplasy brightness, sleep etc.) that manages 
butters d how your computer uses power, Tell me more about power plans Start with an existing plan and give it a name. 
Choose what closing the hid Selected plan 
does (&) Balanced (recommended) 


Automatically balances performance with energy consumption on capable hardware. 


Balanced (recommended) 


Change plan settings 
Automate ally balances performance wilh energy censumpliin en capahile hardware. 


Create a power plan 

"e Choose when to turn off the 
üicplay 

os C) Power saver 

® Change when the computer : . : 
tleept Saves energy by reducing your computer's performance where possible. 


CO High performance 


Favours performance but may use more energy. 


Plan name: 


My Custom Plan 1 











Step 2 On a laptop, you can access the power options by Step 4 To customise any of the power plans, click the 
right-clicking on battery indicator in the taskbar link next to the relevant one. The next screen 


tools. There are two other, default power plans alongside Balanced; will let you set when the display turns off and when the 

Power Saver is designed to reduce energy use by scaling back computer sleeps after inactivity. You can also click "Change 
performance when possible. Good for laptops using battery power. Advanced Power Settings" to see settings for the hard disk, 
desktop, USB and processor and more. 





Advanced settings 


Select the power plan that you want to customise, then 
r choose settings that reflect how you want your computer 
to manage power. 


My Custom Plan 1 [Active] v| 


=| Hard disk 
[3 Turn off hard disk after 
On battery (Minutes): |o Š 
Plugged in: 20 Minutes 
Œ) Internet Explorer 
ij Desktop background settings 
i Wireless Adapter Settings ` 


m3 intelli E Granhire &ettinnc 
£ 








103 Power and sleep settings | 
1 í Restore plan defaults 


10:49 T | 
^ e ch) tas [ ok || Cme | 
M v 13/10/2021 e 


You should be fairly careful when changing these 
advanced settings, especially for things like the 
processor (although Windows should prevent you from making a 
damaging change). It is best to make small changes, and then test to 
see if the change has had the desired effect, before making more. 


anel » Hardware and Sound » Power Options » Edit Plan Settings 


Change settings for the plan: My Custom Plan 1 


Choose the sleep and display settings that you want your computer to use. 
j On battery Jf Plugged in 


KJ Turn off the display: 10 minutes v 15 minutes 


® Putthe computer to sleep: | Never v Never 


Windows 11 Power Options 





Step 6 Your laptop might have software installed that 
automatically switches power plans, depending 
on whether it is working on battery power or plugged into the 
mains. The settings for this can usually be found in the taskbar 
tools panel at the bottom right of the screen. 


ASUS Battery Health Charging 


Wher your notebook Pi ih [laci pura * ED by ite 


- is always powered by its AC adapter, set to à 
low power setting (around 60% or 80%) to extend the battery life 


| Full Capacity Moda 
Charges to full capaaty tor longer use of your notebook PC on battery power 





Use Your Laptop with the Lid Closed 


If you want to be able to use your laptop with an external keyboard, mouse and monitor, without having to 
keep it on your desk and switched on, you need to change some power settings. 


When you close your laptop lid, the default 

setting will be for Windows 11 to go into low 
power sleep mode. This is obviously no good if you are using your 
laptop with an external monitor, as it will make the laptop 
unusable. To solve this problem, click on the Battery icon » power 
and sleep settings in the taskbar. 


Power and sleep settings | 


— Oe 


10:56 
13/10/2021 9 





In the Power Options panel, look in the left sidebar 
for the option to “Choose what closing the lid 





does”. Click this and you will see the Power button, Sleep button, and 
lid closing settings. You can change the settings for each individually. 
Settings include: Do Nothing, Sleep, Hibernate and Shut Down. 


Control Panel » Hardware and Sound » Power Options » System Settings 


Define power buttons and turn on password protection 


Choose the power settings that you want for your computer. The changes that you make to the settings on 
this page apply to all of your power plans. 


£j Change settings that are currently unavailable 


j On battery 


© When | press the power button: — Sleep 


Power and sleep buttons and lid settings 
ag Plugged in 

v Sleep 

O When | press the sleep button: Sleep 


t When | rinze the lid: Sle 


shut-down settings 


wv Sleep 


v Sleep 


Turn on fast start-up (recommended) 
This helps start your PC faster after shut-down. Restart isn't affected. Learn More 


5leep 

Show in Power menu. 
Hibernate 

Show in Power menu. 

Lock 

Show in account picture menu. 





Use the drop-down menus to select what happens 

when you close the lid, both when on battery and 
when the laptop is plugged into the mains. When you are happy with 
your settings, click the Save the changes button and you will be able 
to use the laptop as a desktop replacement with the lid closed. 


19] When! press the power button: 
When | press the sleep button: 


& When | close the lid: 


Shut-down settings 


Turn on fast start-up (recommended) 

This helps start your PC faster after shut-down. Restart isn't affected. Learn More 
Sleep 

Show in Power menu. 

Hibernate 

Show in Power menu. 


Lock 
Step 4 If you also take your laptop to different locations 
out of the house, it is a good idea to revert these 
changes. If you don’t, you run the risk of having the laptop continue 
to run while in a bag, etc., which, if the cooling vents are covered, 
can be damaging to the hardware. 








Manage Your Privacy 
in Windows 11 


Controlling security on your computer is important but almost as important is being 
able to control your privacy settings. Microsoft recently launched a web-based privacy 
dashboard tool and this has now become available to everyone in the Creators update. 





The Privacy Dashboard 


The privacy dashboard is web-based rather than in the settings and it allows you to manage multiple devices 
from a single interface, as long as you are logged in to a single account. 


Step 1 Open your browser and navigate to www.account. Step 3 Click on one of the main categories, Search, 
microsoft.com/privacy. If prompted, use your Browsing, Location or Cortana, and you will see 





Microsoft account details to log in. You will be logged in to the more information. This could include a list of searches you have 
privacy overview page that lets you quickly see what privacy made or websites visited (in Edge only, not other browsers), 
settings the dashboard contains and controls. interests Cortana has saved for you or locations you have been. 


Your privacy 


Cher SENE Sea 7h ec atr sana’) NHeteioo 


Privacy 
At Microselt, we Debeve that pray Starti wit putting you n REM RON Ra nes Lessee sanap neers ater ria rng 
veebiibe it the place where you can manage your privacy settings for the Microsoft peockicts and services 
data that Microp Hwer to the cloud. 
Welcome to your privacy dashboard 
y P cy For other data thet i saved to your Windows 10 deica you! nesd to go TE gl tunisien aerae aea al 
Privacy starts wiih paling you contro of your data me gu ng you the tools and information you need to = find detaked instructions for vewing and changing you! privacy settings on your dege on ihe indkvddua settings pages Usted) bek 
make chores you Beal cmod 5 Mot This wer bal ios e where you can manage yo ir privacy settings : J 
lr the Microsoft products and serviens you us, and where you can view and der he data for your Mirosoh Es Ey 
account ath - a 3 
cam mone dhat cuir COT bo orgecy 
Browsing history 
E digi activity data if browsing history in Cortana is turned on, your Microsoft Edge browsing history is sent to 


Microsoft so thal Microsoft features and services may use this data to provide you with timely 


This i5 wher 1 con manage rhe activity data for your Microentt a esimena sepa Pista clear its data. Orb yo see this eere. - 
and intelligent anpare and proactive persconalisaxd suggestion, or to complete tasks for you 


data. icem dra uidit pete e duaplayed here à eect pt be atte yet Ja earn more, see View your data on the pracy dashboard, And if 
you hase a pracy question or contem—contact priv , s 
In adjibon tà the browsing hion saved hire, Mcnose?t bdo aho Eres your wening history 
ur device. To clear that data, on dece, ga to Micresolt Edge + Mone | Settings. 
9 Location activity on your your p dge » jJ» 
aii When you use inPrivete tabs or windows, your browsing dala (ach as your history, ben y 
| í | i! :j | tenet les and codes an sent to Mikrosoft a and it in 1 saved on your deviot Onat youve 
Speech activity as ! à fied. 
Vor driny ael rawa 4- — a r gotas DEC T. stay fae m | 








Vie and clear browsing history 


Browsing history 
f ee he att ge cuu 
Search history 

i T T) Wer wg he pert "dbi m! 


App and service activity 
31 Albann Fuse ecu ort a i i mace Rapi Search history 
rwr, Bing uses your search history t 


bet i 
personali ation amd aulosugges!, corana also uses Ent data 10 give you Ting, d intelligent 


Medis activity 
— — | EUM av iwers and oecsoraassed suggestions and complete other tases for you 


EE App ard service performance data 
c acu thee "m alley ard ges ru 








s Alongwith the main Search, Browsing and Sis2 | Each section has a Clear button, whether that 
* Location privacy categories, if you scroll down to is clearing browsing history, search history and 


the bottom of the page you will see entries for everything from so on. It is next to a warning that states clearing data will stop 
Apps to Xbox, with simple links to take you to the settings and Windows being able to provide you with accurate and relevant 
options for those privacy areas. information. You need to decide what is more important, 


privacy or recommendations. 





Manage your privacy settings 
Find out how to manage your privacy settings in products and services 


-+ fe J ui o i 


Windows Xbox i Microsoft Teams Mews Community 


More privacy settings 


Learn about managing ad preferences, app and service access, promotional communications, and more 


P - i If you choose to clear your search history, we won't be able to provide you with better 
m. search results, suggestions, recommendations and other personalised experiences. 


Apps and services Promotional communications Other Microsoft products 


If you want to be anonymous when you search without clearing your search history, 
you can always open an InPrivate window in Microsoft Edge. 


Are you sure you want to clear search history? 


You won't be able to recover or restore this data. 


Another useful privacy section in the dashboard 

is the Advertising Preferences. This lets you 
control whether personalised adverts are shown to you in the Edge 
browser. Some of the ads you may receive on Microsoft websites 
and apps are tailored to your previous activities and searches. 


Personalised ads in this browser 
€D 


Control the "personalised ads" setting for 
this web browser. 


Where Can | Learn More about Advertising on Microsoft Websites and Apps? 

Microsoft partners with AOL, AppNexus and other third party service providers to help present customised content 
and display advertisements on MSN, Outlook.com and other websites and apps. Microsoft also delivers search ads to 
Bing and our search syndication partners. Learn more about Microsoft's privacy practices here. You can learn more 
about interest-based ads from AOL and AppNexus in their privacy statements: AOL and AppNexus. 


Learn more b d 


What Choices Do | Have About Interest-Based Advertising? 
On this page. you can opt out of receiving interest-based advertising from Microsoft. 


Personalised ads wherever | use my 
Microsoft account 


Control the "personalised ads" setting that 
applies when you are signed in on any 
computer or device with your Microsoft 
account. including Windows, Windows 
phone, Xhox and other devices. 


You can also opt out of receiving interest-based advertising from all self-regulatory members, including Microsoft. 
AOL, AppNexus and other third party ad networks. at the following sites: 

* [n the US: Digital Advertising Alliance (DAA) 

a |n Europe: European Interactive Digital Advertising Alliance (EDAA) 

* In Canada: Ad Choices: Digital Advertising Alliance of Canada (DAAC) 


San an fo Change 


You can control interest-based advertising in Windows apps by turning off the advertising ID in Windows Settings. 


More choices 


Leann mone 


Do you want personalised ads from other companies? 


Personalised ads in Windows 

In your Windows Settings, you can tum off 

personalised ads that appear in apps on 
this device. You will still see ads. but they 


Questions? 


If you have a privacy question or a question for the Chief Privacy Officer of Microsoft, please contact us by using our 
web form. We will respond to questions within 30 days. 





Privacy Settings 


Manage Your Privacy in Windows 11 





There is also a browser tool that lets you choose if 

the adverts you see come from companies other 
than Microsoft. Click the option under More Choices and wait for 
the Digital Advertising Alliance scan to finish. You can then choose 
from the list to see adverts from different advert providers. 


WEBCHOSCES- DIGITAL ADVERTISING ALLIANCE S COKSUMER CHOICE TOOL FOR WEB (BETA) 


USER'S CURRENT IBA STATUS 
The companies participating in this browser tool provide transparency and choice under the DAA Principles. 
We are evaluating this browser's compatibility with this tool and verifying its opt-out status. 


Your connection speed and browser configuration may affect the success of your opt-out requests. Please standby as 
WebChoices checks whether your browser can receive opt out requests. You may see additional windows open and close 
as these checks are performed and as your opt-out choices are requested. 


Requesting Browser IBA Status: 11 out of 131 requests have been made 











There are, of course, still privacy options in the main Settings app in Windows 11. This is generally added to 


and improved with each OS update. 
Privacy has its own section within the 


General Privacy M H 
settings; here there are many different 


categories covering everything from Location to Background Apps. 
Click on each of the privacy categories to see the options within that 
category. Use the slider switches to allow or block privacy actions. 


Privacy & security 
Security 
O Windows Security 
Pura hur aweor fire 


naa amd schwork protection ! cur desica 


System 


| Bluetooth & devices aA Find my device 
Track your dev 


om d you Uhenik you ve lost it 
Network & internet 


For developers 
There settings ace intended for development use only 


Apps | 
Windows permissions 
Accounts 


& General 
Advertising D. local comem, apo launches, settings suggestion, nroduciviry tools 


TH Time & language 


Gaming 
a speech 


Online speach recognition far dictation and other voice and interactions 


Accessibility 


Messaging Apps We’re using Windows 11 on a laptop 
here but if we had a tablet with a SIM 
card we would be able to get control over which apps were able 
to send messages over SMS and MMS. You probably want this to 
be restricted to just your Messaging app; most apps really 
shouldn’t have access to your texts. 


| Privacy & security » Messaging 


(=) Messaging access 


Anyone using this device can choose if their apps have access to read text messages with a mobile connection when this is on 


Let apps read messages 
Choose which apps can read messages 


a People 


g= 
D— 
o— 





9 Privacy resources 
About these settings and your privacy | Privacy dashboard | Privacy Statement 


Íà Get help 





Account Info Apps are able to access very basic personal 
settings such as your name and account 


information. This is so they can sign you in automatically to your 
Windows account for things like Xbox Live or the Windows Store. 
You can turn this off wholesale or on an app by app basis. 


| Privacy & security > Account info 


gz Account info access 


Anyone using the device can choose if their apps have access to thoir account info when this is on 


- Let apps access your account info 


Choose which apps can access your account info 
X Email and accounts 

B Feedback Hub 

aL Microsoft content 


9 Privacy resources 
About these settings and your privacy | Privacy dashboard | Privacy Statement 

















Lg 


Ba ckgrou nd Apps You can control which apps you allow 
to run in the background. Go to the 
Apps section, then Apps & Features, and locate an app you don’t 
want running in the background. Click the three dots to the right of 
the app, select Advanced Options and change the Background 
Apps Permissions via the drop-down box. 








Apps > Apps & features > Facebook 


Specifications 


Facebook Inc 
202152 7.10 
System 
1,70 MB 
| Bluetooth & devices Data 16.0 KB 


Network & internet Total usage — 1.72 MB 


" Personalisation 


Background apps permissions 
Always 
| Power optimised (recommended) 
Meer 
Accessibility Defaults 


Select which apps to use tn listen to music, look at pictures, check mail, 
watch videos and more. 


VW Privacy & security 


Windows Update 
Set default apps 





Windows 11 
Maintenance Tools 


Before you start to add software to help with maintenance, it is worth checking out the 
numerous tools included with the OS. These are spread out over several menus but once 
you find them you will see that they can really help with security and performance. 





Maintaining Windows 11 


Windows 11 is a lot better at keeping you informed of problems than previous versions were. It is, however, 
up to you to keep on top of maintaining the OS if you want the best experience. 


Storage Sense Activating Storage Sense lets the system Bac kgrou nd Apps One of the easiest ways to conserve 
software automatically free up storage power (for laptop users) and reduce 


space by getting rid of files you no longer need. These can include processor strain, is to take control of Background Apps. These are 
temporary files such as cookies and the contents of your Recycle Bin. apps that are, by default, allowed to receive info, send notifications 
and update in the background. 





System > Storage 


Local Disk (C:) - 222 GB Apps > Apps & features 
E 


Apps & features 


im Temporary files 
English (United Kingdom) Local Experience Pack 
Microsoft Corporation | 13/10/2021 


—  ExpressVPN 
* — 108019 | ExpressVPN | 06/10/2021 


Facebook 
Storage management Facebook ini 07/10/2021 


= Storage Sense 
Automatically free up space, delete temporary files and manar Feedback Hub 
Microsoft Corporation | 07/10/2021 


g Cleanup recommendations 
Lookire for item to citar Films i TV 
Microsoft Corperation i 


TD Advanced storage settings 
Back up options, 5 aC aces, O 


Storage * 


Get Help 
Microsoft € Orporation 


À Get help Google Chrome 
34 046058] | Google LLE 


$£? Give feedback 





= Groove Music 


You can choose when files are deleted, e.g. after 30 days in the You can either stop all background apps with a single slider click or 
Recycle Bin or if apps don’t use them for a certain amount of time. you can prevent individual apps from running in the background. 
Alternatively you can simply click a button to Clean Now rather than Go to Settings > Privacy > Background Apps and look through the 
setting automatic cleaning. You can find the Storage Sense option in apps listed. If you see apps that you don't need notifications or 
Settings > System > Storage. updates from, click the slider to disable its background activity. 


System > Storage > Storage Sense 


Apps > Apps & features > Facebook 
Cleanup of temporary files 
Specifications 
@ Keep Windows running smoothly by automatically cleaning up temporary system and app files 
Publisher Facebook Inc 


Automatic User content cleanup Version 2021.927.1.0 


(€ ) of App 1.70 MB 


Storage Sense runs when disk space is low. We clean up enough space Data 16.0 KB 
to help your system run its best. We cleaned up 0 bytes of space in the ; 
past month. Total usage 1.72 MB 


Configure cleanup schedules 


Background apps permissions 


Run Storage Sense 
Let this app run in background 


Delete files in my recycle bin if they have been there for over: Never 


Learn more about the options 


Delete files in my Downloads folder if they haven't been opened for 





Eoi i Tota Windows 11 includes a number of 
troubleshooting tools, aimed specifically 
at certain problems such as audio loss or patchy Internet connection. 
This is often the best place to start when trying to solve problems with 
your PC and Windows 11, as the OS contains many drivers for 
common devices and may just need a small software update. 


System » Troubleshoot 


@ Share optional diagnostic data to get additional troubleshooting recommendations. 


Options 


[.j Recommended trouble-shooter preferences 
Microsoft can recommend and run trouble-shooters to fix issues 


C) Recommended troubleshooter history 


e Other trouble-shooters 


ÍQà Get help 
Z° Give feedback 


You simply look through the list of troubleshooters and click on the 
one which applies. Choose Run the Troubleshooter and then follow 
the instructions to try and solve the problem. You can find the 
troubleshooters in Settings > System > Troubleshoot. 


Open Diagnostics & feedback 


Run automatically, don't notify me 
Run automatically, then notify me 
| Ask me before running 


Don't run any 














The Disk Management tool is more 
about diagnostics than actual 
maintenance but it is a useful way of checking whether your hard 
disk has space available and is healthy. The panel will show all of 
your disks, as well as all of the partitions. 


Disk Management 
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Windows 11 Maintenance Tools 





Disk Tools JA There are several tools built in to 
Windows 11 (and also in older 


versions of the OS) that allow you to clean, fix and manage your 
hard disk. Open the File Explorer and look in the left-hand column 
for ‘This PC. Select it and then right-click on Local Disk (C:). In the 
General tab, you will see a button for Disk Clean-up that lets you 
get rid of temporary Internet files, old program files and so on. 


= Disk Clean-up for (C) 
Desk Clean-up 


H 
Ga You can use Disk Clean-up to free up to 338 MB of disk 
space on (C). 


Type. Local Disk 
iE TOO am Ful 


5 | E E Ce I Jr il Las. 
mom (B 3 Temporary Intemet Fies 
ll used space 78,715,461,632 bytes | - DirectX Shader Cache 

l Delivery Optimisation Files 
[| Free space: 160,573,829, 120 bytes A E Roce Lem 


[.] Turunena Pala 





Capacity 239 289 290 752 bytes 


O 


Drive C 


Total amount of drsk space you gain: 
Descrip 
Downloaded Program Files aro ActiveX controls and Java applets 
downloaded aulomabcally trom the Internet when you wew certam 
pages. They are lemporarily stored in the Downloaded Program 
Files folder on your hard disk 


f Allow ties on Uis drive to have contents indexed in addition to 
file properties 











If you click the Tools tab, you can use the Error Checking tool and 
the Disk Defragment tool. Both of these tools can help your hard 
disk run more efficiently. Click on either button and follow the 
instructions for each tool chosen. 


lype: Local Disk 
Fila system NTFS 

78,718,013,440 bytes 733GB 
160,571,277,312 byles 149 GB 


lg used space. 
D Free space: 


Capacity. 239,289,290,752 bytes 222 GB 


| Disk Clean-up X 


The Disk Clean-up ubkty is clearer unnecessary files 
Disk Clean-up = on your hice z SN s 


Cleaning up drive (C). pe €—Ám. 

{_] Compress this drive to save disk space | | Cance | 

Bl Allow files on this drive to have contents indexed in addition to 
hie proper bes 


Oleamng: Delvery Oplimmsabon Files 





Each column contains information about capacity, free space in 
MB, percentage of free space and health status. There are some 
further options, such as the ability to change drive letters and mark 
partitions as active but they are probably not worth playing around 
with unless you know what you are doing. 
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Removing Malware 
from Windows 11 


The Windows 11 Defender and Security suite is very good, but what if you're unlucky 
enough to already have some form of digital infection? Thankfully, there's a way to 
remove malware and viruses from your computer. 


Malware Busters 


For this tutorial we'll use a pre-configured rescue disk from Kaspersky. We'll need to transfer, or burn, the disk 
contents to a CD or a USB stick and boot into the safe environment through one of those mediums. 


Make sure you have a blank CD or a USB stick 
that's at least 1GB in size. The Kaspersky Rescue 
Disk is downloaded as an ISO (which is an image file containing all 
the disk information), and can be downloaded from https://www. 
kaspersky.com.au/downloads/thank-you/free-rescue-disk. 





kasperslcy 


THANK YOU FOR CHOOSING US TO HELP YOU RECOVER 
YOUR PC 


whack ix ian File (550 MEE] 
from: http, /rescuedeak s katperiky-labs com 


What hauki Firefow do with the file? 
(OQpenwith Breese... 


Kaspersky 


To transfer the ISO to a USB, download Rufus; 

which is an executable that doesn't require any 
installation, from: https://rufus.ie/. Insert your USB stick and 
double-click Rufus. Check that the Device label is pointing to your 
inserted USB stick, if not then you may need to close Rufus, remove 
the USB, then re-insert the USB and re-start Rufus. The remaining 
options can be left as their defaults. 


(@) Save File 








| # Rufus 3.9.1624 


Drive Properties 


Device 


ESD-ISO (F:) [8 GB] 
krd.iso | © | setect 
Persistent partition size 


ld 0 (No persistence) 


Partition scheme 
MBR v 


Target system 
BIOS or UEFI 


v Show advanced drive properties 





Format Options —— 


Volume label 








Click the Select option, and using Windows 

Explorer, locate the downloaded Kaspersky Rescue 
ISO - it'll be called krd.iso. Click the Start button to select the image 
and continue with the process. This will copy the contents of the ISO 
to the USB while also making the USB a bootable device. 


U E a ura or Jit 
| s 


Drive Properties 

Device 

-ESD-ISO (F:) [8 GB] 

Boot selection 

 krd.iso “Y (2 


Persistent partition size 


SELECT 


i 0 (No persistence) 
Partition scheme 
MBR v 


Target system 
BIOS or UEFI 








v Show advanced drive properties 


Format Options - 
Volume label 
KRD 


Cluster size 





File system 
Step 4 If you're using a CD, start by inserting the CD into 
the drive. Locate the downloaded Kaspersky 


Rescue ISO, right-click it and choose Burn Disc Image from the 
context menu. Tick the 'Verify disc after burning' option, and click 
the Burn button to start the process. Once the ISO is burnt to the 
disc, you can power off your computer. 


(@ Install UK 
a] krd 
GI! r10u 
gä Learn 
Lear 


_ Mount 
Burn disc image 


4| Edit with Notepad++ 


= M5-E Scan with Windows Defender... 


JS MS-E 
= NASZ Open with 

Ej Migh = Open with WinRAR 
[3] Pano = Add to archive... 

[E] Pano SES Add to "krd.rar" 

— = Compress and email... 


|] Rank 


l= Share 








= Compress to "krd.rar" and email 








You'll now need to allow your PC to boot up into 

the Kaspersky Rescue CD environment. Power up 
your PC and open the Boot Option Menu. This could be accessed 
by pressing F12 (depending on the make and manufacturer of 
your PC motherboard). With the boot options available, select 
either the CD or USB stick and press Enter. 


Network boot from AMD 
*Hard Drive | 
*Removable Devices — | 

Network boot from AMD 6m79C9700 #2 


An 793 TOA 





XEnter Setup» 








The PC will now boot into the Kaspersky Rescue 

Disc environment. This is a custom Linux operating 
system with all the necessary security tools pre-installed. First, you'll 
need to choose which language to load the environment. Use the 
arrow keys, and press Enter for your language choice. After that, 
choose the Graphic Mode. 


—— —— 


| 


Kaspersky Rescue Disk. Graphic mode 


KASPERSKY 


Begin by accepting the license agreement. After 
that, the rescue disc will check its status and open a 
window asking for you to start scanning the system. However, it's best 
to check you've got access to the Internet in order for it to update 
first. Close down the Rescue Tool window, and click on the Network 
box in the bottom-right. Connect to Wi-Fi, or Wired as required. 


——=——— SS puo p ——Ó—À Re — 


M = mery 


Ethernet Network 


Wired connection 1 





Disconnect 
VPN Connections b 
m e en 10:01:02 


09 Mar 2020 











Once connected, relaunch the Kaspersky Rescue 

Tool from the desktop icon, agree to the license 
once more. Before you begin, click on the Change Parameters link 
in the Kaspersky Rescue Tool window. This will enable you to 
choose which drives the tool can scan for infections and malware. 
Tick all the drives in your system. 


A UUdrditine m" REDOM | 


ESC COS 101 


"BE Settings (€—— 





+ Add object... 


| W] © Boot sectors 
e | =| [4] = All volumes 
=F 4| = @Filesystem[8365604c-473e-l1bce-8a5b-b08569d4ad54] 


! umes 


ia Restore default actions 
=E 


ration 
stems 


Help About 


When you’re ready to continue, click on the 

Start Scan button in the Kaspersky Rescue Tool 
window. This will begin the process of scanning all the drives 
selected in the previous step. Be aware, that, depending on the 
size of your drives and the amount of data on them, this could 
take quite some time. 


Er a a ea a a ae a 7 — = zm 


Ready to scan 

Free anti-virus scanner Kaspersky Rescue Tool is designed to detect 
viruses, trojans, adware and other programs that can be used by an 
attacker to damage the computer or user data on operating systems 
that are not started and to disinfect the infected system. 


Kaspersky Rescue Tool does not provide real-time protection. 


€. Start scan 





Help About 


While the scan is working, you'll see the area that 

the tool is currently processing. You'll also get a 
brief run-down of any threats currently found, time taken, and 
number of files scanned. Once complete, you can view a report by 
clicking on Details. Hopefully, you're malware free, and you can 
remove the USB/disc and reboot the system. 


Q9 Quarantine aIl Report 


Scan in progress... 


00:00:03 
624 objects, no threats found 


Duration: 
Processed: 


Custom folder scanner (2/2) 


Object: ditions-6.0.18/src/vboxguest-6.0.18/vboxsf/include/iprt/uint64.h 


Help About 
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Six Steps to 








a Faster PC 





m 
ae S 3 


s 


lent and frustrating. When everything you try to do 
S it should, you might be tempted to think about buying a new PC; 
e several things you can try to make your Windows 11 PC run 














Updates available to install 
Last checked: Today, 09:07 


2021-13 Cumulative Update for NET Framework 15 and 48 for Windows T1 for x64 (KB5005517) 
2021-10 Cumulative Update for Windows 1! for x&d-Dased Systems (£85)05574) 


Windows Malicoun Sefrware Renewal Ted v6d - v5.54 (RRA 30 


Mone options 








0 Pause updates Pause for 1 week 


ni) Update history 







E Adyarsced options 
Del retry cgtim etc 







pem pear Cien hz l citu apiye vete 










e Windows insider Programme 
pl nr mus Exodi of Wo ba 


share salnik mn rese Pagus A updates 


‘@ Gethelp 


K^ Give feedback 


Select the program you're having problems with 


If you can't see your program, select Not Listed to browse to the program file 












Not listed ———0000 
Adobe Crealive Cloud 
Adobe InDesign CC 2018 
Adobe InDesign CC 2019 
AMD Settings 

Backup and Sync from Google 





CCleaner 
Check for WPS Office Updates 
Dropbox 


wo gin 





System ^ Storage 


Local Disk (C:) - 222 GB 


U2 Ge $ 


EJ Apps & features 


T Temporary hies 





Storage management 


E pail- Suena 


PR up Ape n 


y Cleanup recommendations 


i Dr ihe ter ilas 


ar Advanced storage seringi 
Zack 1 opa 


JU Roe DDR Soe, OLD CLE Ap ure 


‘@ Get help 


E Gree leedback 











j Apps > Startup 


Startup apps 


Apps can be configured to start when you log in. In most cases, apps 
will start minimised or may only start a background task. 


Sort by: Name v 
| Cortana EN on 
Microsoft Corporation Not measured 


ExpressVPN.NotificationServiceStarter (e ) Off 
ExpressVPN No impact 


Intel Driver & Support Assistant Tray GEEP* on 


Intel Medium impact 


Intel® Graphics Command Center S. GF) On 


INTEL CORP Not measured 


Microsoft Teams 


Microsoft 








| Windows Sec urity 


U Virus & threat protection 





Protection for your device against threats. 


Home 


Virus & threat protection e Current threats 


Account protection No current threats. 


Last scan: 12/10/2021 09:09 (quick scan) 
Firewall & network protection 0 threats found. 


Scan lasted 4 minutes 21 seconds 
App & browser control 42759 files scanned. 


Device security Quick scan 
Device performance & health r i 
can options 


&& Family options Allowed threats 


rotection history 
Protection history Protection histon 





?e Virus & threat protection settings 


No action needed. 














Y* — E S — 
Manage settings 


«s Virus & threat protection updates 


Security intelligence is up to date. 





> Windows PowerShell 


Windows PowerShell 
Copyright (C) Microsoft Corporation. All rights reserved. 


PS C:\Users\RussW> di xe /Online /Cleanup-image /Restorehealth, 
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How to Reset 
or Fresh Start 


Resetting a PC reinstalls Windows, with a choice to deletes your files, settings and apps, 
and main system files. Restoring will undo recent system changes, without deleting files. 
A Fresh Start completely removes all apps and reinstalls Windows. 





Fresh or Reset? 


Refreshing and resetting your Windows 11 PC are two very different things and you should always make sure 
you know which is the best choice to solve your current problem. 


Step 1 If your PC isn't performing as well as it once did, Step 3 In System > Recovery, click on ‘Reset PC’ button 
and you don't know why, you can reset your to begin the process. You will now need to choose 





PC without deleting any of your personal files or changing your whether to keep your files (just remove apps and settings), or 
settings. Apps or software not installed through the Store will be remove everything. If you choose Remove everything, you will then 
removed but Windows store apps will be reinstalled. need to choose whether to ‘Remove and clean the drive’. 


Recovery options 
Library 


Updates & downloads 


Check for additional updates by clicking "Get updates" Q Reset th IS PC 


Choose to keep or remove your personal files, then reinstall Windows 


Movies & TV Included with device 


HEIF Image Extensions oe x 
ES iren Copaan Apps Modified yesterday T Go back 
D 


[his option is no longer available on this PC 
Films & TV E s 
B Microsoft Corporation d Modified 13/10/2021 


runs AMPH Local Experience Pack Modified 13/10/2021 
ÍQ Get help 

Ivi visit ii - SES Tasks & Reminders a Modified 13/10/2021 
e- ha 
&  Gıve feedback 


© eure SENN Modified 11/10/2021 








Step 2 Open the main Settings app and head into the Step 4 You will be warned that you won't be able to roll 
~ Windows Update > Advanced Options section. back to a previous version of Windows after the 


Click on Recovery and you will see several options, including reset (old Windows files will be deleted). Click Next and then Reset 
Reset this PC. If you can't get into Settings, you can access reset when prompted. Windows will restart and take several minutes to 
by restarting your computer while holding the Shift key; then reset itself. Click Continue when promoted. 


select Troubleshoot » Reset. 


aset this PC 
eo tm kann orar rnrrinaana wenrir ooreonal Hlos thon roinetall Wirciraa 


Additional options | | Reset this PC 


Optional updates 
Feature, quality, and driver updates 
| Keep my files 


s CH NE Removes apps and settings, but keeps your personal files. 
œ Delivery Optimisation PP setung ps your pers 


Bandwidth limits for updates, downloads from other devices 


Recovery 
Resct, advanced start-up, go back 


Restart apps 


Automatically save my restartable apps when | sign out and restart them after | sign in 


Help me choose 


Configured update policies 


Perform a Fresh Start 


How to Reset or Fresh Start 





Performing a Fresh Start allows you to do a clean reinstallation and update of Windows, while keeping your 
personal data and most Windows settings intact; an easier option than a full wipe and reinstall. 


Be aware that Fresh Start will remove most of 

your apps from your device, so you will have some 
reinstalling to do. In some cases, a clean installation may improve your 
device’s start-up and shutdown experience, memory usage, Microsoft 
Store apps performance, browsing experience and battery life. 





Apps 


o— Apps & features 
97 Installed apps, app execution aliases 


Default apps 
Defaults for file and link types, other defaults 


Offline maps 


Downloads, storage location, map updates 


Optional features 


Extra functionality for your device 
Step 2 To find the Fresh Start tool, open the Windows 
Defender tool (click on the shield icon in the 
taskbar), and then click on the Device Performance & Health 
section. You will need to click on Additional Info and then click 
Give your PC a Fresh Start. If Fresh Start has previously been 
performed, the date will be displayed here. 





Storage capacity 


No issues 


CJ Device security 
|| @ Device performance & health 


Apps and software 
No issues 


& Family options 


2, Fresh start 


Start afresh with a clean and up-to-date installation of Windows. This will 
keep your personal files and some Windows settings and remove some of 
your apps. 

In some cases, this may improve your device's startup and shutdown 
experience, memory usage, Store apps performance, browsing experience 
and battery life. 


Additional information 


Step 3 Microsoft recommends that you back up your files 
2 before making changes like a clean installation 
of Windows to your device. Make sure that you have access to all 
reinstallation media (such as CDs), product keys, license or login 
information and other materials needed to manually reinstall apps. 


<— 2 Set up backup 
| 


Select where you want to save your backup 


We recommend that you save your backup on an external hard drive. 


Save backup on: 


Backup Destination Free Space Total Size 


NCO Storage (D:) [Recommended] 


Start link, there will be a blue Open Recovery Settings box. Click 
this, and you will automatically open the Recovery Settings section, 
or you can access it via System » Recovery. 














Looking at the website that Windows 11 sends 
you to when you click on the Give your PC a Fresh 


= | . | j 

Give your PC a Fresh Start 
Windows T0 
Resetting your PC lets you perform a clean reinstallation and update of Windows while keeping your 
personal data and most Windows settings intact. In some cases, a clean installation may improve your 
device's performance, security, browsing experience, and battery life, 
To reset your PC, go to Start if > Settings Ê > Update & Security < > Recovery  » Reset this PC > 
Get Started. Then, select Keep my files, choose cloud or local, change your settings, and set Restore 
preinstalled apps? to No. 

Open Recovery settings 


Note: If you don't see the option to Restore preinstalled apps, it means your PC doesn't have preinstalled 
apps configured. 


In versions of Windows 10 prior to version 2004 this feature was called Fresh Start and to use it you'd select 


Start 8& > Settings © > Update & security © > Windows Defender > Device performance & health. 
Step 5 As you can see, all roads lead back to the Recovery 
section in Windows 11. To perform a Fresh Start, 
you'll need to click the Reset PC button. This again brings up the 
option pop-up window. For a Fresh Start, you'll need to click the 
Remove Everything button. It's worth saying again: Ensure your 
data is backed up before doing this. 




















Reset this PC 
Choose an option 


Keep my files 
Removes apps and settings, but keeps your personal files. 





Remove everything 
Removes all of your personal files, apps and settings. 


You'll now have the option to download 

| —— 2 Windows 11 and re-install it using the Cloud 
(meaning you'll download it from the Microsoft servers), or as a 
local reinstallation (which means you'll have a physical copy of 
Windows 11 either on disk or as a USB). Whichever method you 
prefer, click the box and the process will begin. 


Reset this PC 


How would you like to re-install Windows? 








Cloud download 
Download and re-install Windows 


Local reinstall 
Reinstall Windows from this device 


Cloud download can use more than 4 GE of data. 











Laptop Care and 
| | Maintenance Tips 





Laptops are great! They are small, portable and can be easily put away when not in use. 
They are also increasingly powerful, although they still lag behind a good desktop 
system unless you pay huge sums of money for them. They are not, however, as robust 


as a desktop, so good care and 


maintenance is a must if you 
want your laptop to last. 


Caring for Your Laptop 


Some of these tips may seem obvious, 
and some might not apply to you, but 


even following a few of these 


suggestions will help keep your laptop 


in good shape. 


Keep Food and 
Drink Away 


However careful you are when eating and 


drinking, if you do it while using your laptop 


itis inevitable that at some point, crumbs 


and splashes will hit the screen, keyboard, 


etc. Unlike a desktop, replacing a 
crumb-filled keyboard on a laptop is not 
just a case of buying a new one. 


Wipe the Screen 
Carefully 


Laptop screens are generally not as clear or 


bright as a desktop monitor screen, so 
keeping them clean is important. Use a 


lint-free cloth regularly to gently wipe away 


dust and dirt. If there are more stubborn 


marks, buy and use an LCD screen cleaner. 


These are cheap to buy online. 


Clean the Keys and 

Ports Regularly 
Laptop keyboards are hard to replace, so 
keep yours clean and free from dust. You 


can buy small USB keyboard vacuums fairly 
cheaply, and these can help keep dust from 


building up. You can also buy keyboard 
cleaner putty very cheaply online. The 
same rule applies to the various ports on 
your laptop. 
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Back Up 

While not so much a hardware maintenance tip, it's always 
mentioning. No matter how much care you take, accidents happen. 
Maintaining your laptop will prevent most, but just in case something really Don't Block Vents 
bad happens, then it's best to ensure you have a good, working full backup | 
of all your important data and work. 


Despite the name, few laptops 
are actually designed to be used on your 
lap (or on any soft surface). This is because 
the heat vents of many laptops are on the 
bottom, and soft surfaces will often block 
them. if it happens regularly, this can cause 
lasting heat damage to the laptop. 


Buy a Laptop Stand 

If your laptop sits in one place 
and is rarely moved around, consider 
buying a laptop stand. These not only help 
to give you a better screen viewing angle, 
but they also give the laptop vents some 
extra clearance and, therefore, better 
airflow. You can even buy stands with 
built-in cooling fans. 





Don't Overcharge 

the Battery 
Try not to keep your laptop plugged into 
the mains all the time. Charge it, and then 
use the battery power until you need to 
charge it again. This helps to keep the 
battery in good condition. If you only ever 
use your laptop at home on a desk, keep it 
plugged in, but remove the battery. 
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Close the Lid 


When you have finished using 
your laptop for the day, close the lid. When 
you are moving your laptop, close the lid. 
When you leave your laptop for any length 
of time, close the lid. This not only protects 
the screen from accidental damage, but it 
will also help keep your laptop running 
between charges. 


Photo editor Messenger Adobe 


a dà Facebook 
ç J Recently added 


^  driverlist 
Üh aao 


IMG 20201009 114319 
Thursday at 10:33 


weees 3429 Hus ddaod 


Laptop Bag 

If you ever take your laptop with you out of 
the house, make sure buy and use a decent 
laptop bag. Go for one that is at least water 
resistant, if not waterproof, to protect your 
laptop from rain. Try to buy one that is 
padded, or even better, has a floating 
laptop "sling" for better impact protection. 

















| | Troubleshooting 
L= Windows Problems 


Windows 10 includes some useful tools for checking on and solving problems but 
sometimes you need to look a bit further and deeper. Occasionally you just need to 
go back to basics. These tips will help you solve some common problems 
encountered in Windows 11. 


First Things to Check 


If you're having problems with Windows Update, the Windows Update Troubleshooter might be able to 
automatically fix the problem. Go to Microsoft.com and search for Update Troubleshooter. 


VIRIS ERN ECT E cg Microsoitknows Kanan if you're having trouble 





that things don't installing or running a 
always go smoothly when updating and have provided a dedicated particular app or game, it may be that your PC hardware is not up 
troubleshooting tool for use during this key task. If you're having to scratch. All commercial software will provide details of required 
problems with Windows Update, the Windows Update and (sometimes) recommended specification needed to run it. You 
Troubleshooter might be able to automatically fix the problem. Go can check system spec at any time, just go to Control Panel and 
to Microsoft.com and search for Update Troubleshooter. select System and Security, then System. 


System > About 
E» Windows Update 
MINIX-Office 


Troubleshoot and help prevent computer problems Default string 


Fi Windows Update 
Resolve problems that prevent you from updating Windows. © Device specifications 


Mame Publisher 








l à ! Device name MINIX-Office 
— Hm Taen —— Processor Intel(R) Pentium(R) Silver J5005 CPU @ 1.50GHz 1.50 GHz 
= Windows Network Diagnostics Microsoft Windows | 
Installed RAM 8.00 GB (7.84 GB usable) 
Device ID F93CD89A-271D-4D19-9D96-65221C D150AF 
Product ID 00330-81485-63548-AA988 
System type 64-bit operating system, x64-based processor 
Read privacy statement online Pen and touch No pen or touch input is available for this display 
Advanced 
Related links Domain or workgroup System protection Advanced system settings 
. Cancel 
Check for Updates Keeping nme of Windows LE App U pdates If 2 app Or emit ck isnt working with 
up-to-date with the latest releases Windows 11, particularly after the 
can really help to avoid problems before they happen. Press the Anniversary update, try looking in the Windows Store for an update 
Windows logo key and click Settings. Then choose Windows and if that doesn’t work, delete and reinstall it. To check for 
Update and then select Check for updates. Install any available available app updates on the store, click the user icon next to the 
updates and restart your PC if required. search bar and select Downloads and Updates. 





Windows Update 


"a You're up to date 
RO Last checked: Today, 09:39 


More options 


[ [ Pause updates 


Update history 


Advanced options 
Delivery optimis ation, o 


ixi Windows Insider Programme 
Get preview builds of Windows to sha 


A Get help 


á” Give feedback 











Like Windows 10 before it, Windows 11 


Slow Boot Fix ie 
uses a hybrid boot to enable fast boot 


times. It sounds great but can actually slow down boot for some 
users. Disable it by searching for Power Options in the Start menu 
and running the matching Control Panel applet, then in the settings 
click Choose to decide what the power buttons do. 


~ ^^ W > Control Panel > System and Security > Power Options 


Control Panel Home 
Choose or customise a power plan 


Choose what the power 
buttons do how your computer uses power. lell me more about power plans 
| 4, Create a power plan 4, Change settings that are currently unavailable 


KO Choose when to turn off the 
display Preferred plans 


® Change when the computer Balanced (recommended) 


sleeps Automatically balances performance with energy consumption on capable hard | 


© High performance ‘a 


vours performance but may us re energy. 
Favours perform but se more en 


Show additional plans 


Non-Responsive *]e Windows 11 has a completely 
different shell than previous 


versions. The Explorer.exe process is still at its core but there are a 
few additional components as well. If you click the Start button 

and nothing happens or if the entire taskbar refuses to respond to 
an interaction, open Task Manager (press Ctrl+Shift+Esc), find 
Windows Explorer in the task list and click the Restart button. 
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Check Event Logs You can scrutinise the Windows 11 
event logs to see if they reveal any 
more information regarding the problem you're having. 
Right-click the Windows Start button, and select Event Viewer 
from the list. In here you'll find everything that's happened to 
your system since the day you turned it on. 





|] Event Viewer (Local) 


Overview and Summary 








To view events that have occurred on your computer, select the 
appropriate source, log or custom view node in the console tree. The 
Administrative Events custom view contains all the administrative events, 


| Event Type Event ID Source Last hour 


Œ Critical 0 il 
Error - š " 4 


0 


Description 
Windows LogsVM-orwarded.. N/A 


Modified 


A power plan is a collection of hardware and system settings (like display brightness, sl 





Troubleshooting Windows Problems 


e Te SU TM ETel [Sape CO tO system > 

Troubleshoot » Other 
Trouble-shooters. This is where you'll find troubleshooter tests that 
can be carried out for a wide range of Windows 11 components and 
situations. Everything from Internet connectivity to keyboard 
issues, power and video playback can be run from here. 





System > Troubleshoot > Other trouble-shooters 


Most frequent 


el Internet Connections 
CQ) Playing Audio 
(C) Printer 


Windows Update 





Often, a problem could simply be a 
Windows 11 service hasn't started, or 
failed to start. For example, a printer not printing may not be the 
fault of the printer, but the Print Spooler Service. Click the Start 
button, type 'services' and click to open the Services App. Find the 
service, right-click, then click Restart or Start. 


Restart Services 





Gh PNRP Machine Name Public. This service . 
Th; Portable Device Enumerator ~ Enforces gro.. 
KeA Power Manages po... 


**Pnnt 5pooler 


Local Service 
Local System 
Local System 


Manual 
Manual (Trigg... 
Running 


This servir Local System 


Kex Printer Extensions and Notifi.. This ser 
g PrintWorkflow c61b0 Provide 
©) Problem Reports Control Pa.. This ser 
Gh Program Compatibility Assis.. This ser 
Th Quality Windows Audio Vid.. Quality 
©}, Radio Management Service Radio h 
Co Recommended Troubleshoo.. Enables 
Gh Remote Access Auto Connec.. Creates 
XQ. Remote Access Connection. Manag: Refresh 
©), Remote Desktop Configurati. Remote 

©, Remote Desktop Services Properties 
d. Remote Desktop Services Us.. Allows t Help 

T}; Remote Procedure Call (RPC) The RPCSS s.. 


a Remote Procedure Call (RPC)... In Windows .. 
There are times when a lack of 
| 35d Hos Spare available disk space can lead to 
an unresponsive, or slow PC. System » Storage is a good place to 
start, then follow the Clean-up Recommendations. Also, right-click 
the CA drive in File Explorer, select Properties > Disk Clean-up. 
Finally, also check Clean up Systems Files in the same window. 


Local System 
Local System 
Local System 
Local System 
Local Service 
Local Service 
Local System 
Local System 


Restart 


All Tasks 


Local System 
Local System 
Network Se... 
Local System 
Network Se.. 
Network Se... 


Allows i 


Automatic 


Manual 


Running 


= Disk Clean-up for (C:) 
Disk Clean-up 
mu 


an 
Gee You can use Disk Clean-up to free up to 27 & MB of disk 
space on (C ) 


A , ac 0 bytes 

ry |.  — — — q0MB [i 
Windows error reports and feedback dia... 8.12 KB 
76,855, 733,696 bytes DirectX Shader Cache 91/ KB 


162.432 557.056 bytes | 896 KB 








Total amount of disk space you gain: 22.8 MB 


Description 
Downloaded Program Files are ActiveX controls and Java applets 
automaticaly from the Internet when you view certain 
pages. They are lemporanily stored in the Downloaded Program 
folder on your hard disk. 


239,289,290, 752 byles 


__| Compress this drive to save disk spaco Vj Clean up system files 


"n Allow files on this drive to have contents indexed in addition to 


Troubleshooting 
Your Wi-Fi Network 


Wi-Fi is like electricity, you only notice it when it's not working. Then panic begins to set in. 
Thankfully, there's no need to, as most Wi-Fi issues can easily be fixed with a few simple 
tweaks here and there. Here's our top ten troubleshooting tips for your wireless network. 





There's a good Occasionally, there's a device that 

chance that the will refuse to establish a connection 
room in question has become a bit of Wi-Fi dead zone. Load up a with your wireless network. First thing to try is a physical, 
network analyser and check the signal output in the room in Ethernet, connection (if it has one). If it works, try re-installing the 


question. If needs be, reboot any network extenders and the router. Wi-Fi drivers on the device. If that's not possible, try another Wi-Fi 
network, it could be a problem with the device's Wi-Fi card. 


ee 


192.168.0.1 - Pu] 





PuTTY Fatal Error 

















e Network error: Connection timed out 





This could one of two things: a problem The first check is to 

with the router and your network, or a establish a pattern. 
problem with the ISP. Test the connection by directly plugging a Does it happen when you power on something else in the house, if 
device into the router's Ethernet ports. If the problem persists, so, it could be causing interference with the signal. Does it happen 
then call your ISP. If it's okay, then turn off all your networking when a certain device is connected? Check the device, as it could 
equipment and one-by-one power them up and keep testing to be downloading a huge file, or it could have some form of malware. 


find the culprit. 
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If you maintain good 

network order, and 
you've just spotted an unknown device on your network, then you 
need to act quickly. If possible, drop the connection via the router's 
web interface, then change your access password. Check all devices 
for malware, ask other family members if they know who it could 
be. Worst case, change all passwords. 


A < Ár = ww 


If nothing is connecting 

to your Wi-Fi, then the 
problem is likely with your router. Check the router and, if you can 
access its web interface, check the access logs and check for any 
recent updates (an update from the ISP could have damaged it). If 
a reboot doesn't fix it, contact your ISP. 





Check the 

indicator lights 
on the router, if the Internet LED is off, then reboot the router and 
wait for a connection. If the LED is on, but still no Internet, try 
installing a VPN and see if you can connect; it could be an issue 
with the ISP's DNS entries. 


There is no Internet connection 











If you've forgotten your 

Wi-Fi password, then 
you may need to factory reset the router. Use a paperclip and 
locate the tiny pin-hole (usually marked Reset). Poke the paperclip 
in for 30 seconds. Reboot the router. It should be reset back to the 
its original settings and password. 





Providing your router is working 

well, check with a wireless device 
while standing next to the router. If it's okay, then the problem is 
likely poor signal spread. Try and reposition the router, don't put it in 
a cupboard, and see if that helps. If the signal is poor while next to it, 
there could be a problem. Try rebooting, otherwise contact your ISP. 








If your network 

extender or router isn't 
performing at the speeds it was advertised, try the following. Ensure 
that the router's configuration is setup for maximum signal strength. 
If it has external antennae, move them around to change the signal 
spread. Reboot the router and any Wi-Fi extenders. Reposition the 
router and extenders for better signal through walls etc. 
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Troubleshooting 
| Your Wired Network 








Wired networks are often a lot more sturdy compared to a wireless network, but they're 
not bulletproof. Thankfully, problems can easily be fixed, so here are our top ten 
troubleshooting tips for solving wired network issues. 





If your computer 
——————— " Isreporting no 
connection, it's time to get behind the machine and double-check 
the Ethernet port. Check that the cable is fully inserted, as they can 
get caught by feet and pulled slightly. Check the cable end isn't 
damaged. If there's still no connection, check other machines (a 
router reboot may be needed). 


No Connection (one PC) 





i x: 
Tey Connect to a Network 





HI Windows was unable to connect to this network 


























ls Cancel | 


If all your computers and 
other devices aren't 
connecting, check any switches that they're connected to. Switch 
plugs, and even powerline adapters, can blow a fuse. Check your 
router's switch connection LED is lit up, if not try a different port. If 
all else fails, try direct connection to the router, as it could be faulty. 








One of the main 

^ reasons as to why 
wired connections keep dropping is a damaged, or poorly created 
network cable end. Check the cable with a cable tester, check the 
ends by giving them a pull. If they’re loose, or the cable test fails, 
then replace the ends or the cable itself. 


Connection Keeps Dropping 





Poor Speeds A main culprit of poor wired network 
speeds is the cable is too long. If the cable 
is over 100 metres (300 ft), then the signal will begin to drop 
significantly. If your cable is coiled up behind furniture, or in the loft 
space, try to shorten its length and check the connection speed. 








Poor Connection, or No Connection, 


Between Powerline Adapters 





Often powerline adapters will lose their connection with each 


other. When this happens, power off both adapters, then power up 


one and after a few seconds power up the other. Wait for a few 





resetting the adapters. 


Sometimes 


Powerline Adapters Won’t Pair 





won't pair with each other if there are already a set of powerline 
adapters already on the network. Turn off the existing powerline 
adapters, then power up the new pair. After a connection has 
been made, power up the existing pair. 


Some Ports on a Switch Connect Slow 





discover 
that some of the ports on your switch appear to be operating at 
100Mb/s instead of 1Gb/s, then check the following. Ensure that 
devices connected to the port have a 1Gb/s Ethernet port (some 
smart TVs don’t). Check that the switch has more than one 1Gb/s 
port - some are 100Mb/s with a 1Gb/s uplink port. 


On=Link | 
Blink=ACT 


more seconds to see if the connection is okay. If it fails, try pin-hole 


powerline adapters 








Troubleshooting Your Wired Network 





eraser liitauem lf you're unable to 
connect to another 


PC on your network, check the connections to the router, on 
both PCs. Also, check that the PC you’re connecting to isn’t 
blocking your connection via the firewall. 

| 


File View Help 
vnc CONNECT Enter a VNC 5 


JC Serv 


—— — 


VNC Viewer 


e Timed out waiting for a response from the computer 








No internet Connection No Internet connection 
usually means there’s 
something going on with the router, so that should be your first port 
of call. Check the router’s LEDs, if the Internet is off, try and reboot, 
otherwise use a phone to check the status of the ISP’s services. 





There is no Internet connection 
There is something wrong with the proxy server or th 


Try: 
* Contacting the system admin 
* Checking the proxy address 
* Running Network Diagnostics 


ERR PROXY CONNECTION FAILED 


Teale mae aaeNatcaiaae This could one of 

several reasons. 
First check the cable going into the Ethernet port; use a different 
cable if necessary. Check the drivers by opening Device Manager and 
locating the network device. Right-click and select Update Driver. 
Also, try Uninstall Device, then Search for New Devices. 





> BW Human Interface Devices 
"m IDE ATA/ATAPI controllers 

» ape Imaging devices 

» E Keyboards 

) W Mice and other pointing devices 

L3J Monitors 

v ÉF Network adapters 
ÉF Intel(R) Ethernet Connection (2) 1219- 
EP TAP-Windows Adapter V9 
E VirtualBox Host-Only Ethernet Adapte 
EP WAN Miniport (IKEv2) 
EF WAN Miniport (IP) 
EP WAN Miniport (IPv6) 
EP WAN Miniport (L2TP) 
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- WAN Miniport (PPPOE) 

- WAN Miniport (PP TP) 





Update driver 
Disable device 


i 


Un | |t i à T 
f P 
rov As 





Scan for hardware changes 


Properties 












Are you a Google Apps user? 
Then don't miss our latest Google 
Workspace user guide on Readly now! 











Congratulations, we have reached the end of your latest 
tech adventure. With help from our team of tech experts, 
you have been able to answer all your questions, grow in 
confidence and ultimately master any issues you had. You 
can now proudly proclaim that you are getting the absolute 
best from your latest choice from the ever changing world 
of consumer technology and software. 


So what% next? 

Do you want Co start a new 
hobby? Are you looking to upgrade 
Lo a new device? Or Simply looking 

Co learn a new ckil)? 


Whatever your plans we are here to help you. Just check 

our expansive range of For Beginners guidebooks and we 

are positive you will find what you are looking for. This S EN LER ERE AE 
adventure with us may have ended, but that s not to say ILLI ELE 
that your journey is over. Every new hardware or software 
update brings its new features and challenges, and of 

course you already know we are here to help. So we will 

look forward to seeing you again soon. EREHEDEHPHE 
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Are you interested in Coding? 
Then don't miss our latest essential 
Coding user guide on Readly now! 





Advanced | 
Tutoriale 


& Guidec 





Are you a Chromebook user? 
Then don't miss our latest essential 
Chromebook user guide on Readly now! 
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Windows 11 Tricks and Tips 
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